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Overview
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PacketScan™ HD, FastRecorder™ & PacketExtractor™
(2x1/10 GigE, 8x10 GigE, 2x10/25 GigE, 4x10/25 GigE, 2x40 GigE, 2x100 GigE)

2x40/100 GigE

**Also available as a rack mounted unit
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PacketScan™ HD, FastRecorder™ & PacketExtractor™
2 (4 x 1/10 GigE) 
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What the Software Does?
• The Record feature includes a powerful Hardware Filter that allows user to filter out unwanted 

traffic, and continuously capture the traffic of interest 

• The previously recorded traffic is extracted into single or multiple files and can be analyzed using 

GL’s PacketScan™ and Wireshark® application

• Can create own filters using custom filter option which provides flexibility to check the fields and 

use the logical AND, OR conditions more efficiently

• Trigger based Start or Stop writing to disk based on the condition is configured based on Capture 

Rate, Filter Rate, per-port Capture Rate, and Filter Rate

• E-mail alert for specified trigger condition

• Supports Encapsulating Security Payload (ESP) protocol to decrypt ESP packets on both IPv4 and 

IPv6 by providing ESP SAs value

• BERT verification analyzes the received BERT pattern and provides various vital measurements
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FastRecorder™ Architecture

Buffer segments stored internally in files:
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PacketExtractor™ Architecture
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FastRecorder™ Operations
• FastRecorder™ application provides 

various options to capture the high-density 

real-time traffic on disk drives and store 

the recorded traffic into a file

• The application can capture the traffic 

continuously until user stops the recorder 

or specify the size limit to stop the traffic 

capture
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Hardware Filters
• Hardware filters options are useful to capture traffic based on user interest

• User can select Filter Type as per the test requirements 
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Advanced Hardware Filter Type
• Up to 10 filters can be defined based on various parameters in the protocol layers 

• User can configure the parameters as per test requirements
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Predefined Hardware Filter Type
• User can also use Predefined 

hardware filters. These are 

custom defined filters

• Application provides a framework 

to create custom filters as per 

requirements and group them

• By default, it provides 

configurations for IP addresses 

and protocol combinations. 

Wherein user can configure IP 

address and protocol for the 

traffic of interest
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Custom Expression Filter
• User can create combination of hardware filters using && and || operators to get the final expression
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FastRecorder™ Statistics
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FastRecorder™ - Per Port and Aggregated Statistics
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Real time and Historical Graph 
• Real time display of graph (Time v/s Rate), Capture Rate and Filter Rate
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Realtime and Historical Graph (Contd.) 
• Overall capture and frame rate for Frame/Secs
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Graphs - Port Link Down
• Port State is changed to Red indicating that the Port is down
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Graphs - Zoom IN and Zoom Out
• User can click on the required area on the graph and select Zoom IN or Zoom Out as 

required



19

Trigger based Start/Stop Recording
• User can specify the triggers to perform 

action based on the following conditions

⮚ CaptureRate (Mbps)

⮚ FilterRate (Mbps)

⮚ Port[n].CaptureRate (Mbps)

⮚ Port[n].FilterRate (Mbps): where n 

is port number

⮚ TimeStamp based
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Adding Trigger Actions
On the Add Trigger Actions window,

• Enter the Conditions

• Specify the Condition period in 

seconds

• From the Trigger Type drop-down list 

select Once or Repeat as required

• Under Action option, check Disk Write 

option

• From the Action drop-down list select 

Start Disk Write or Stop Disk Write 

option as required

• Click on OK
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Activated Trigger Actions 
• Once the trigger is successful, the trigger 

status changes from Orange to Green color 

indicating the recording is started 
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Activated Trigger Actions (Contd.)
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Recording with Default Name
• User can start the capture without 

specifying Recording Name for 

which current time is taken as 

recording name

• Network Adapter - Port List display 

SFP Types and negotiated rates
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PacketExtractor™

• PacketExtractor™ configuration settings 

allows to extract recorded files on the 

selected HD NIC interface port and required 

output file format to analyze the results for 

offline analysis
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Analysis of Extracted Traffic using PacketScan™
• The extracted files can be analyzed using PacketScan™ application (For HDL file format, maximum file size of 

10 GB or having less than 75 million frames is supported)



26

Analysis of Filtered Traffic in Wireshark®
• The extracted files can be analyzed using Wireshark® application. (For PCAP file format, maximum file size of 5 GB or 

having less than 53 million frames is supported)
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Recorded Statistics in PacketExtractor™
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PacketExtractor™ - Overall Graph View
• User can view the capture rate and 

filter rate of the recording
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PacketExtractor™ - Port View
• User can view the per port capture 

rate and filter rate of the recorded 

file
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Packet Extraction from the Recordings with Filter
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Specifying End Time for Packet Extraction
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Hardware Filter Used while Recording
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eCPRI Analysis
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View eCPRI  Layer Decode Details in PacketScan™
• From the desktop, invoke 

PacketScan™ analyzer

• Goto File → Offline, browse 

and select any one of the 

extracted *.hdl file from the 

D:\Exracted\ folder. Click on 

Open

• Observe the eCPRI layer 

decode details as shown

Over UDP
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View eCPRI  Layer Decode Details in PacketScan™ (Contd.)
Over MAC
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Encapsulated Security Payload (ESP) Deciphering
• Supports  Encapsulating Security Payload (ESP) to decrypt ESP packets on both IPv4 and IPv6 by providing ESP SAs 

value
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Thank you
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