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TDM, Wireless, and VolP Protocol Analysis

 GL Communications provides a host of protocol analyzers for testing a variety of protocols

* Analysis may be done both in real-time and off-line

oGL

Communications



oGL

Communications

Supported Platforms
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Overview

* GL’'s GR303 Analyzer offers testing for all aspects of GR-303 systems: monitoring T1 Line, monitoring the TMC/CSC
control channel, monitoring EOC channel, viewing robbed ABCD signaling and dialed digits, listening to voice
channels, and thorough tests for the physical layer

* The GR-303 option troubleshoots signaling problems between the switch and remote terminal to determine call status,
monitor for any dropped calls, detect any abnormal conditions, and identify when service was unavailable
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Supported Protocol Standards

Supported Protocols Specification Used

LAPD CCITT (Q.920/Q.921)
Telcordia GR-303-IMD (formerly TR-
TSY-000303)

TMC and CSC GR-303-CORE Issue 3 December

1999 / GR-303-IMD Issue 1,
December 1998

EOC GR-303-CORE Issue 3 December
1999

Series X (Data networks and open |X.208, X.209, X.219, X.229, X.710,

system communication) and X.711.
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Features

Summary View displays the SAPI, TEI, C/R, Message type (for TMC/CSC) and ROSE APDU (for EOC) in a tabular

format

Summary view (Call Quality Matrix) displays complete summary of call information in graphical format, along with a

summary of alerts
Detail View displays packet by packet statistics for particular call information in tabular format

Any protocol field can be added to the summary view, filtering, and search features providing users more flexibility to

monitor required protocol fields
Monitor both TMC/CSC and EOC simultaneously to correlate call-setup and OAM&P
Option to combine data from multiple columns under one column

Option to create multiple aggregate column groups and prioritize the groups as per the requirement to display the

summary results efficiently
Advanced filtering and search based on any user selected protocol fields
Allows the user to create search/filter criteria automatically from the current screen selection

Remote monitoring capability using GL's Network Surveillance System
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Real-time Analysis
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Different Views

« The analyzer displays Summary, Detail, and Hex dump View in different panes. The Summary View
displays Frame Number, C/R, SAPI, CTL, P/F, FUNC, CRV message type (for TMC/CSC) and ROSE
APDU (for EOC) and more

« Detall View: This pane displays in detail about a frame in order to analyze and decode by selecting it in

the summary view
« Hex Dump View: This pane displays the frame information in HEX and ASCII format

« Statistics View: This pane displays various statistics that are calculated based on the protocol fields
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Offline Analysis

« Off-line analysis is equivalent to capturing a file in pre-defined timeslots
« Captured frames or only the filtered frames can be exported to *.HDL file for the further off-line analysis
« Trace file for offline analysis can be loaded either through analyzer GUI or through simple command-line arguments

Look i |.-_: G303

ciaSfixed hdl

2 I xl E GR-303 Protocol Analysis GR-303 64-bit - m] X
Eile View Capture Statistics Database Call Detail Records Configure Help
=|w| H e Muwal =le] W gs%w -0 ) %l 0 e
Dev TSlot SubCh Frame#t TIME (Relative) Len Eror Message Type Call Reference Value A
GR303 TMC/CSC GR303 TMC/CSC
/1 =) I BT 00.00:45.833750 | 7] [ CONNECT lig |
1 23 1M 00;00:45.933000 6
1 23 M2 00:00:46.057875 17 CONNECT ACKNOWLEDGE 179
/1 23 1113 00:00:46.066875 6
1 23 1114 00:00:46.074875 3 v

<

>

Card2 TimeSlot=23 Frame=1110 at 00:00:45.933750
HDLC Frame Data + FCS

OK Len=17

*%% Right click ta

Fiepame:  |eoc93

Files of vpe:  [HOLC Files [*7)
[T Open as read-only
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============ LAFD layer ============ =
0000 C/R = ......1. Response(User), Command(Network)
0000 SAPI = 000000.. (0)
0001 TEI = 0000000. (0)
0002 Ctl = .......0 Information
nnn> NfisH = nnininn 20y N
< >
QDE-'FI Hex Dump of the Frame Data
02 01 28 50 4F 02 05 98 07 18 04 69 84 83 8E 59 (PO 1 iy
13
Cancel < >
z% Device # | Frame Count{Device #) |
1 996
total 1 996
é 2 240
total 2 240
CalllD | CallStatus | Call Start Date & Time | Call Duration | Release Complete Cause | DevNo| TS| CRv| ~
Eho completed  2001-04-03 18:30:47.947500  00:00:10.415500 Normal Clearing 1 23 179
= completed  2001-04-03 18:31:27.986750  00:00:04.705500 Temporary Failure 1 23 179
) mm b ANN1 NA N9 10.91.99 29107C AN.NN.N9 N999CN s smlidd Pall Pmbmvmmmm 1 99 170 N

C:\Program Files\GL Communications ||1 236 Frames
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Filtering and Search

» Isolates required frames from all frames in real-time, as well as offline

« The frames can also be filtered after completion of capture based on Frame Number, Time, Length, Error, C/R,

SAPI, and more Similarly, search capability helps user to search for a particular frame based on specific search

criteria

( Space Delimited Length List to Exclude
|57

Exclude FISU|  ExcludeLSSU|  ClearaLL |

— Filter Selection — Frame Numbers: space delimited N or Min-Max - =
& GR-303 6
=9 DataLink
W Frame Length(s)
@ Enor Frames Only
@ OK Frames Only
W Frame Numbei(s)
@ Card Timeslot. Subchannel| .
@ LaPD
@ GR303 TMC/CSC
& GR303EOC
< | 2| Activate I Deactivate
~— All Selected
| Layer | Field | Fier Value
Data Link Frame Length(s) 5
Data Link Frame Mumber(s) 6
< | i
— Conditions for all selections——————————————— b
| ANDG OR ||  Include " Exclude Deactivate Sel | Deactivate All |
4| | »
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Filtering Criteria From Screen Selection

Allows the user to create filter criteria automatically from the current screen selection

=5 Aggregate Summary Columns

'\(;}m“ Capture Options

- Conditions for all selections n
& AND " OR @ Include ¢ Exclude Deactivate Sel Deactivate All

Usze Ctrl, Zhift for Extended Selection
1 3 e (00 (00 i ainn) E
2 L} OOtk TEITS 17
i 2 i 30 06 £ 37 2500 & Search Selected Value > rence Yalue
i 3 i3 (0 (v PRS0 5 SETUP Set Search Criteria 33 Sel \ahoes k ge Twpe
1 n % MOOORENTE 17 CONKECT ACERIWLEDGE ok Filker Criveria 43 Sl Values
oK I Select Al Cancel
v
B Analyzer GUI and Protocol Configuration
Save Load Default
5 Select summary columns to di... Filter Selection | Value Selection
Eﬁ Menu checked options | GR-302
J . 2 Data Link
él,‘!} Protocol standard selection @ LAPD
g}’,/ﬁ Network/User side selection -9 GR303 TMC/CSC
o - GRIIEOC
£ 7/ Time Format
Y View Filter >
ﬁﬁ\ﬁew Search
@D: TCP Connection Options
Periodic Trace Saving Options
)[-\J Startup Options
ﬁ:ﬁData Link Groups -~ All Selected | :
Fo . Layer Field Filter ¥ alue
Fy View Font Size GR303TMC/CSC  Cal Reference Vake 179
INI Decode Options GR303 TMC/CSC Message Type CONNECT
Z Define Summary Columns ! L2
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Search Options

« Search features helps users to search for a particular frame based on specific search criteria

B Analyzer GUl and Protocol Configuration
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[Fiafaa]
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{E}ﬂme Format
7 iew Filter »
ﬂ"u‘iew Search
@D: TCP Connection Options

Periodic Trace Saving Options
ﬁ]Startup DOptions 4
@Data Link Groups All Selected
oo i Laper Fizld Search Yalue

F View Font Size GR203 TMC/CSC Message Type SETLIP
IMI Decade Optians
Z Define Surnrmary Columns < }
Z& Aggregate Surnmary Colurmns Conditions for all selections
{%Capture Options # AND T OR {* |nclude © Exclude Deactivate Sel Deactivate &l

12



Search Criteria From Screen Selection

» Allows the user to create search criteria automatically from the current screen selection
Diew TSlot SubCh Framett TIME [Relative] Len Emor Meszage Type Call Reference Value
GR303 TMC/CSC GR303 TMC/CSC : :

IE 7 101 OO0, TTITS0 6 dse Ctrl, Shift for Extended Selection
/1 23 102 00: 00:03, 783000 6

S 2 23 103 00:00:03.783375 ‘I? CONMECT 179 GR3I03 TMC)CSC: Call Reference value
1 » 104 00 00:03, 791 250 GRE0E TMCICSC i Message Ty
) I T 00 00 03 756500 -—_ ,

1 23 106 00 00 03, 831 750 COMNECT ACKMNOWLE Search Selected Value "

2 23 107 00:00.03.850125 5 Set Search Criteria as Sel Values oK I Select Al
Sz 23 108 00:00:03. 518875 6 = — |

/2 ¥ 108 0 00013 919575 & Set Filter Criteria as Sel Values I

oGL

Communications

v
B Analyzer GUI and Protocol Configuration
Save Load Default
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Filter Selection Value Selection
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_2’,‘% Protocol standard selection @ LaPD

7 Network/User side selection @Y GR303 TMC/CSC

= i@ GR303EOC

i_l'_j Time Format e

77 View Filter >

1l view Search
ﬂ.t_h TCP Connection Options

Periodic Trace Saving Options
}[‘:} Startup Options | 0 e ) e
£ Data Link Groups All Selected

Fo iew Fort S Layer | Fietd | Search Value

: ‘Tr tew ront Size GR303 TMC/CSC Message Type SETUP

-5l INI Decode Options

Z Define Surmmary Columns ~ v
N Aggregate Surnmary Columns - Conditions for all selections -
EB Capture Options @ AND( OR & Include © Exclude Deactivate Sel Deactivate All
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Statistics

» Important call specific parameters such as Call ID, Call i v e P

21 IE IdenhiedNI)

=1 IE IdentifedR) Total
- 21 IE IdentifedS) Fredd
Status, Call duration, CRV, Release Cause etc. are calculated (e B S —

N IE Notiheation Ind Length

N IE Reserved Length ot Porcest =

and displayed in the Call Detail View. Additionally, users are W ‘S;::%:L -
él Idovmmonh;nl:::oeMyJ Sd —

provided with the option to search a particular call detail record e

Z1 Intedace idechine present
S Keypad Infoematon
=1 Location

from the captured traces e et
" i ol _1_1

Selected Statistc Information

Field Nome Use T Sttt T, Remove Sel I
< | _'.l _IM

=101 x|

&ww-wmaww«g«mw

2 0 1 000000007500 8] Consa 10 0 sw 0 m
2 o0 2 0000000%875 17 Respon. 0 0  Ifmation O 42 41 CONNECT
10 3 000000101125 6 Respon. 0 0  Suwevs. 0 Q
10 4 000000134000 17 Comms. 0 0 Irfomstion 0 41 43 CONNECT ACKNOWLE
1| | LI’I
ﬂ Devie# | @ MessageTy. | fil Frame CourtpMessage Ty |
SETUP (5) 2
1 CONNECT (7) 1
1 CONNECT ACKN 2
1 RELEASE (77) 3
ot 1 Toty 3
2 SETUP (§) 1
2 CONNECT (7) 2
2 DISCONNECT §9) 3
2 RELEASE COMP.. 3
ot 2 Totd 9
calip | cangas| Call Start Date & Time | Call Duration | Release Complete Cause | Devio| 18] crv|
=0 Compieted 1601-01-01 000000 476260 000024 118500 Noemad ()eang 1 0 4
=4l complited 1601-01.01 000004 0M760 000021 794260 Noemad W'g 2 0 ]
-.2 Compieted 16010101 000025 334250 000001 130875 Normsad Wl\; 1 0 4
D:\Program Fles\GL Comenunication: (36 Frames | il
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Define Summary Columns

Required protocol fields can be added through Define summary column option

User can remove the protocol field which is not required

Eﬂctmmwm

ML provocol standard selection
12 MetworkjUser side selection
£ T Foemat

T View Fiter

(17 view search
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' Binry Coded Vialue of (M)
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D=L ol Reference Length
OED coll Reference Suffix
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O=1 Coding Standard

|:| H: IE Bearer l:mabln' Length
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Aggregate Summary Column

» The user can use this option to combine the two or more summary columns and remove unnecessary empty

columns into a single Aggregate Summary Column

B Aggregate Summary Columns = O X
Save Load Default

BSelect surnmary colurnns to di., -
- ] add | Delete | Aliases | Rearder | Reverse Use'_'in the name For mulkiine headers
Menu checked options
Jé\'} Protocol standard selection Display Format Summary Columns Separator
%Net\mork;‘User side selection r; Concat r; Call Reference Value_GR303 TMC/CSC &
Message Type_GR303 TMC/CSC
@Tme Format :
577 iew Filter Fi& GR-303 Protacol Analysis GR-303 64-bit - o X
. File View Capture Statistics Database Call Detail Records Configure Help
ﬂﬁ'\u"lew Search .
- 15| (@] = o] [0 C— |
@& TCP Cannection Options SubCh Framett TIME (Relative) Error Message Type Call Reference Val A
B periodic Trace Saving G || GR303 TMC/CSC GR303 TMC/CSC
eriodic Trace Savin tions
L T w2l 0] 000003771750 ) N
;:jstar‘tup Options 1 23 102 00:00:03.783000 i
) 2 23 103 00:00:03.783375 17] 179 & CONNECT CONNECT 179
@Data Link Groups & 23 104 00:00:03.791250 6
Fo. . 1 23 105 00:00:03.796500 15) 179& SETUP SETUP 179
£ Wiew Font Size
T 1 23 106 00:00:03.831750 17| 179& CONNECT ACKNOWLEDGE CONNECT ACKNOWLEDGE 173
. . 2 23 107 00:00:03.890125 ]
I Decode Options 2 23 108 000003918875 §
Z Define Summary Calurmns /2 2 109 00:00:03.913875 6
2 23 110 00:00:03.920875 3
ZEv§:Aggregate Surnmary Columns /1 23 m 00:00:03.936500 3
X 1 23 112 00:00:04.135000 ]
@k Capture Options 1 2 113 00:00:04.180125 3
1 23 114 00:00:04.241250 ] v
T ~n 4ac An.an.ns Anne Ae - s
Cardl TimeSlot=23 Frame=101 at 00:00:03.771750 OK Len=6 *%%x Right click to SHOU/HIDE laver c
ta + FCS
=== LAPD Layer = =
= ... 1. Response(User). Command(Network)
= 000000.. (0)
= 0000000. (0)
= ...01 Supervisory
0002 Supervisory Function = ..00.. RR
0003 P/F = 0 (0)
0003 N{R) = 0111111. (63)
< >
Off-line Viewing, Ci\Prograrn Files\GL Cornmunications InchUs: |1 236 Frames V
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» The user can create multiple aggregate column groups and prioritize the groups as per the requirement to display the
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summary results efficiently

Aggregate Summary Column Group

@&TCP Connection Options
@Periodic Trace Saving Options
;-:JStartup Options

@Data Link Groups

f'-,%:‘}_\u"iza\m' Fant Size

IMI Decode Options

Z Define Surmmary Columns
Z&:Aggregate Summary Columns

@h(ﬁapture Options

B Aggregate Surmmary Columns - [m} x

Save Load Default
BSelectsummarycolumnsto di... -

- Add | Delete | Aliases | Reorder | Reverse Use ' in the name Far mulkiline headers
Menu checked options
Jéf'!; Pratacal standard selection Name Display Format Summary Columns Separator
%Networkfuserside selection Group-0 i «Col_Alias>Value El Meszage Type_GR303 TMC/CSC -

Call Reference Value_GR303 TMC/CSC
@'ﬁme Farmat
Group~1 5| Concat S Cause Value GR303 TMC/CSC &

?V'EW Filter iGroup~2 ['S| Overlay S Message Type_GR303 TMC/C5C
ﬂﬁ\u"iew Search

B GR-303 Protocol Analysis GR-303 64-bit - m} X
File Wiew Capture Statistics Database Call Detail Records Configure Help
=] B (S| Mm@ =] Wiow(w F8[®E 0 L %0 |
Dev TSlot SubCh Frame# TIME (Relative) Len Group™0 Emor Message Type ~
GR303 TMC/CSC
</ EREE] D T 00:00:03.783375 <Message Type>CONNECT--><CRV>179 CONNECT
A1 23 104 00:00:03.791250 3
1 23 105 00:00:03.796500 15 | <Message Type> SETUP--><CRV>179 SETUP
/1 23 106 00:00:03.831750 17 | <Message Type>CONNECT ACKNOWLEDGE ~><CRV>179 CONNECT ACKNOWLEDGE
e ] ” N7 NN-NN-M72 2aM 58 [
< >

Card2 TimeSlot=23 Frame=103 at 00:00:03.783375 OK Len=17

HDLC Frame Data + FCS
= LAPD Layer ===

============ GR303 TMC/CSC Layer
0004 Protocol Discriminator
000S Call Reference Length
0006 Call Reference Value
0007 Call Reference Suffix
0008 Message Type
0009 IE Identifier{CI)
000A IE Channel Identification Length
000B Info Channel selection
000B D-channel ind.
000B Pref-/Ezcl
000B Interface Type

nnne Tuntarfare 1deonts fiar mracant

<

01001111
....0010
179 (.00
.....000
00000111
00011000

'C:\Program Files\GL Communications Inch [1236 Frames [ A

Off-line Viewing.

#x%% Right click to SHOW/HIDE a

ogoo0 C/R s 1. Response(User). Command(Network)
0000 SAPI 000000.. (0)

0001 TEI 0000000. (0)

oooz2 Cel E 0 Information

0002 N(S) 1000000. (64)

0003 P oo 0 (D)

0003 N(R) 0101101, (45)

National Use

in octets

00101 10011...)

line termination only supports one call at a tine
CONNECT

Channel Identification

1 As indicated in following octets
.. Not D Channel
.. Exclusive

. Other interface

Trtarfoamra avnlicitlo idents fiad

17



Save/Load All Configuration Settings

* Protocol Configuration window provides a
consolidated interface for all the settings
required in the analyzer such as protocol
selection, filter criteria, search criteria, and

SO On

« Configuration settings can be saved to a file,
loaded from a configuration file, or user may
just revert to the default values using the

default option
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Save Load Default

Menu checked options

[N

H} Menu checked options

)AL Protocol standard selection
S0

r Network/User side selection
& }' Time Format

y View Filter

F é Select summary columns to di...

[V View Latest Frame/Packet

[V Enable Periodic Trace Saving

[V Include Physical Layer Alarms

Jrﬁj View Search i Save As

[i)[f): TCP Connection Options
@ Periodic Trace Saving Opt
[\ Startup Options

x Data Link Groups
P}} View Font Size
:-:‘ INI Decode Options

~_. Define Summary Column
=2 Aggregate Summary Colu

(.‘@ Capture Options

T , « GL Communic... » tProbe T1 Analyzer

Organize v New folder
& Downloads A Name
=/ Recent places <
i, 16bit Samples
.. ACF Samples
/8 This PC g
e . ARP
m Desktop . ATM
.| Documents '
|, ATTProfiles
@ Downloads
) ., BER
W Music .
) Bin2Frame
= Pictures -
) . BitFiles
# Videos
TR K(C) . calldata
& Local Disk (C:
e : . CAS Analyzer

ca Local Disk (D) |, ¢

File name: = GR303ProtAnalyzer.Acf
Save as type:  Configuration Files (*.ACF)

4 Hide Folders

Date modified

-
i

10
10
1
510:36
1
1
1
1
1
1

Save

T:.‘p&

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

File folder v

Cancel




Thank You!
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