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What is GSM ?

Global System for Mobile (GSM) is a second generation cellular standard developed to cater voice

services and data delivery using digital modulation
Based on ETSI standards

« GSM is a digital system with an over-the-air bit rate of 270 kbps. The frequency range is 1,850 to 1,990

MHz (mobile station to base station)
« GSM utilizes the time or frequency division multiple access (TDMA / FDMA) concept
* GSM uses Gaussian minimum shift keying (GMSK)

« GSM specifications follow the stipulations for the bottom three layers (physical, data link, & network

layers) of the OSI model
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Advantages of GSM over Analog System

« Capacity increases

* Reduced RF transmission power and longer battery life

 International roaming capability

» Better security against fraud (through terminal validation and user authentication)
« Encryption capability for information security and privacy

« Compatibility with ISDN, leading to wider range of services
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GSM Specifications

« GSM 900
»  Mobile to BTS (uplink): 890-915 Mhz
» BTS to Mobile(downlink):935-960 Mhz
»  Bandwidth : 2* 25 Mhz
« GSM 1800
»  Mobile to BTS (uplink): 1710-1785 Mhz
BTS to Mobile(downlink) 1805-1880 Mhz
Bandwidth : 2* 75 Mhz

PCS 1900 or DCS 1900

v V. V VY

The only frequency used in the United States and Canada for GSM
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GSM System Architecture

Network Switching Subsystem (NSS) — Its main components include:
» Mobile Switching Center (MSC)
» Home Location Register (HLR)
> Visitor Location Register (VLR)
» Authentication Center (AUC)
» Equipment Identity Register (EIR)
Base Station Subsystem (BSS) — Its main components include:

> Base Transceiver Station (BTS)

> Base Station Controller (BSC)

Mobile Station (MS) — Its main components include:
» Mobile Equipment (ME)
» Subscriber Identity Module (SIM)

Operation SubSystem (OSS) — Its main components include:
» Operations and Maintenance Center (OMC)
» Network Management Center (NMC)
» Administration Center (ADC)



Mobile
Station

UMTS

GSM

Mobile
Station

GLl's TRAU, GPRS, GSM, UMTS Analyzer
GLl's MAPS™ GSM A, GSM Abis, GSMA over IP, MAP, MAP over IP Emulators
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11 E1 Analyzer Hardware Platforms
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Front Panel
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Base Station Subsystem (BSS)

* Base Transceiver Station (BTS)
» Encodes, encrypts, multiplexes, modulates and feeds the RF signals to the antenna.
» Frequency hopping
» Communicates with Mobile station and BSC
» Consists of Transceivers (TRX) units
= Base Station Controller (BSC)
» Manages Radio resources for BTS
» Assigns Frequency and time slots for all MS’s in its area
» Handles call set up
» Transcoding and rate adaptation functionality
» Handover for each MS
» Radio Power control

O GL > It communicates with MSC and BTS
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Network Switching Subsystem (NSS)

« Carries out switching functions and manages the communications between mobile phones and the PSTN
» Allows mobile phones to communicate with each other
 Includes the following elements —
» Mobile Switching Center (MSC) —
— Capable of receiving a short message from a Service Center (SC)

— Interrogating an HLR for routing information and message waiting data, and delivering the short

message to the MSC of the receiving MS
» Home Location Registers (HLR) —
— Connection of mobile subscribers and definition of corresponding subscriber data
— Maintenance of a database of mobile subscribers and corresponding subscriber data
— Subscription to basic services
— Regqistration/deletion of supplementary services

O GL — Activation/deactivation of supplementary services

Communications
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Network Switching Subsystem (NSS)

» Visitor Location Registers (VLR) —
» Functions for setting up and controlling calls, including supplementary services
» Functions for handling speech path continuity for moving subscribers (handover)

» Functions for updating mobile subscribers’ location (location updating and location canceling) in the different location

registers

» Functions for updating mobile subscriber data

» Authentication Center (AUC) -
= a RANDom number (RAND)
= a Signed RESponse (SRES)
= a Ciphering Key (Kc)
» generates user specific authentication parameters on request of a VLR authentication parameters used for

authentication of mobile terminals and encryption of user data on the air interface within the GSM system

» Equipment Identity Register (EIR)

» registers GSM mobile stations and user rights stolen or malfunctioning mobile stations can be locked and sometimes
& (G'L evenlocalized

Communications
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GSM Signaling Interfaces

Um - Air interface used for exchanges between a MS and a BSS
Abis - Abis interface allows control of the radio equipment and radio frequency allocation in the BTS

A - A interface is between the BSS and the MSC. The A interface manages the allocation of suitable radio

resources to the MSs and mobility management

B - The B interface between the MSC and the VLR uses the MAP/B protocol. Most MSCs are associated

with a VLR, making the B interface "internal”

C - The C interface is between the HLR and a GMSC or a SMS-G. MAP/C protocol over the C interface is

used to obtain the routing information required to complete the call

D - The D interface is between the VLR and HLR, and uses the MAP/D protocol to exchange the data

related to the location of the MS and to the management of the subscriber

12
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Interfaces

E - The E interface interconnects two MSCs. The E interface exchanges data related to handover between

the anchor and relay MSCs using the MAP/E protocol

F - The F interface connects the MSC to the EIR, and uses the MAP/F protocol to verify the status of the
IMEI that the MSC has retrieved from the MS

G - The G interface interconnects two VLRs of different MSCs and uses the MAP/G protocol to transfer

subscriber information, during e.g. a location update procedure

H - The H interface is between the MSC and the SMS-G, and uses the MAP/H protocol to support the

transfer of short messages

| - The | interface (not shown in Figure 1) is the interface between the MSC and the MS. Messages

exchanged over the | interface are relayed transparently through the BSS



Comparing GSM layers with 0S| model
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GSM Protocol Layers for Signaling

« CM — Connection Management U Avis A
MS BTS ; BSC . MSC
* MM — Mobility Management | | i
CM | | | CM
* RR — Radio Resource Management MM | i i MM
* LAPDm - Link Access Protocol D- R _gesap | | BSSAP
: - |rr !
Channel Modified ! \/ ! !
. KR BISM | LBISM ‘ ss7 | | | ss7
: LAPD,, | ' | LAPD,, LAPD = ' | LAPD |
« BSSMAP Base Station Subsystem ; . ; . :
_ o radio : radio PCM : PCM PCM : PCM
Mobile Application Part | — i — i
16/64 kbit/s 64 kbit/s /
2.048 Mbit/s
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Logical Channels

LOGICAL (IZHANNELS

SIGNALING

BROADCAST COMMON CONTROL DEDICATED CONTROL

Full Rate Half Rate
Bm 22.8 kb/s Lm 11.4 kb/s

FCC]I FREQUENCY CORRECTION CHANNEL ( >
— SYNCHRONISATION CIIANNEL
BCC]I — BROADCAST CONTROL CITANNEL
PCII —PAGING CHANNEL
RACH —RANDOM ACCESS CHANNEL
AGCIH —ACCESS GRANTED CHANNEL
SDCCIH — STAND ALONE DEDICATED CONTROL CI[ANNEII.O DOWN LINK ONLY
SACCH — SLOW ASSOCIATED CONTROL CHANNEL
FACCH — FAST ASSOCIATED CONTROL CHANNEL UFLINK ONLY

® @l o L

‘SDCCIE[] (SACC]E[’ (FACCII’

BOTH UP &
DOWNLINKS
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GSM Services

* Tele-services Telecommunication services that enable voice communication, fax transmission via mobile

phones
» Offered services - Mobile telephony, Emergency calling

 Bearer or Data Services Include various data services for information transfer between GSM and other
networks like PSTN, ISDN etc. at rates from 300 to 9600 bps

» Offered services - Short Message Service (SMS), Unified Messaging Services(UMS), Group 3 fax,

Voice mailbox, Electronic malil
« Supplementary Service

»Call related services - Call Waiting, Call Hold, Call Barring, Call Forwarding, Multi Party Call
Conferencing,CLIP , CLIR , CUG

¢ :_’ GL 17
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GSM Frame Structure

935-960 MHz
124 channels (200 kHz)
dowenlink

&

o S
2 n

& > 890-915 MHz
& $
p\ & 124 channels (200 kHz)
O uplink

higher GSM frame structures /

Y

time

GSM TDMA frame
2 3 4 5 6
< /

T~ >~ 4,615 ms
GSM time-slot {(normal burst)
rd d
3bits 57bits 1 26bits 1 57 bits 3 -
< >246.0 Us
n >3/ 7 us
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GSM Operation

1 Speech

13 Kbps

Channel Coding Channel decoding

22.8 Kbps

Interleaving

De-interleaving

22.8 Kbps
Burst Formatting Burst Formatting

33.6 Kbps

33.6 Kbps Radio Interface

270.83 Kbps
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Message Format

® Shows direction
Channel type on the Air-Interface (CCCH, SDCCH, SACCH, FACCH)
e LAPD, message type (Layer 2) from GSM 04.06/04 07

>
! @!@(— e Sublayer of Layer 3to which this message belongs (CC, MM, RR)

- LOC_UPD REQ «—1—e Message type as defined by GSM 04.08
[TMSI/IMSI, last Cl+ LAC] | Most imporiant parameters within the message

Figure 1.4(a) Format for messages over the Air-interface (LAPD,,. GSM 04.08).

® Shows direction
# LAPD message type (e.g., | frame, SABME frame, UA frame)

/ ys ® Abis message group (RLM = Radio link management,
CCM = Common channel management

EF
v @! J DCM = Dedicated channel management)
j—=e Abis message type as defined in GSM 08,58

-+
LCC-LPD-REQ*\_—. GSM 04.08 message from/to the Air-Interface (optional)
[TMSVIMSI, last CI + LAC o) Most important parameters of a message

Figure 1.4(b) Format for messages over the Abis-interface (LAPD, GSM 08.58).

® Shows direction

€ SCCP message lype
@ BSS fransparency indicator (DTAP =transparent, BSSM = not

——e GSM 03.08 message type (only for BSSM) transparent)

L
I @3 Cloew |
@ W——=e Most important parameter of the GSM 08.08 message

@'—OC—WD—REQ X —=® Transported GSM 04.08 message (optional)
®— post important parameters of the GSM (4.08 message

[TMSI/IMSI, last Cl + LAC]

Figure 1.4(c) Format for messages over the A-interface [SS7, signaling connection control
part (SCCP), GSM 08.06, GSM 08.08).
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Message Format

Figure 1.4(c) Format for messages over the A-interface [SS7, signaling connection control

part (SCCP), GSM 08.06, GSM

08.08).

@ Shows direction

® SCCP message type (always UDT)

-
oD/ GEGRD  *—
updateLocation

[eg. TMS] w

—& TCAP message type as defined in ITU Q773

—= MAP Local Operation Code (from GSM 09.02)

« Mostimportant parameters within the message

Figure 1.4(d) Format for mobile application

part (MAP) messages over all network switch-

ing subsystem (NSS) interfaces [SS7, SCCP, transaction capabilities applica-

tion part (TCAP), MAP).

® Shows direction

® |Jser part = ISUP from ITU Q.763, Q.764)

—
COUCONE

-+

® Abbreviated ISUP message type
+ 'Whole name of ISUP message type

Initial Address Message

Figure 1.4(e) Format for ISUP messages between MSCs and toward the Integrated Serv-
ices Digital Network (ISDN) [SS7 and the ISDN user part (ISUP)].
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Mobile Application Part (MAP) Signaling
for GSM and UMTS Networks

The components in the MSCs such as HLR, AuC, EIR, and the VLR are interconnected by MAP
signaling

MAP uses Signaling System No. 7 (SS7) as carrier and provide services to mobile phone users such
as roaming, call handling, non-interruptive handover, and more

r g | r
< - Radio Network >< Core Network ]

External
LCS Client

irae

IR

o
1%

Gi

(Ethernet)

CDEFJ MAPS™ MAP over IP/TDM/ATM Emulator

fgc' S‘d' GfGr | MAP (Mobile Application Part)
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Mobile Application Part (MAP) Signaling

Some of the GSM/UMTS Circuit Switched interfaces transported over SS7 using MAP signaling are:
»B ->MSC to VLR

»C ->MSC to HLR

»D -> VLR to HLR

»E -> Inter-MSC handover

»F ->MSC to EIR

There are also several GSM/UMTS PS interfaces transported over SS7 using MAP signaling :

»Gr -> SGSN to HLR

»Gd -> SGSN to SMS-C

»Gc -> GGSN to HLR

»Gf -> SGSN to EIR

23



Typical Protocol Stack

« The Mobile Application Part (MAP) is the application-layer protocol that resides on top of the SS7

protocol stack, and is carried within Transaction Capabilities Application Part (TCAP) messages

MAP/D MAP/H

MSC/VLR (SSP) HLR (SCP)
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GL's GSM Protocol Analysis and Simulation



GL's GSM Analyzer

GL GSM Analyzer
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GL's GSM Analyzer

E® G5M Protaocol Analysis A-Interface GSM900 64-bit — O >
File  Wieww Capture Statistics Database Call Detail Becords  Configure  Help
|| -B| | o[ | B0(00(%0 %8 % (&[] O] S| ] [0 GoTo |
Dew TSlat SubCh Framet TIME [Relative] Len Error OrC DFC Mezzage Tope Message Type Mezzage Tope -
MTF3 MTF3 G5M Phase2+ RR et bl
W | - | [  wowoms| | (222 (1 [ceeeRwooecowwe | |||
2 &3 ] 00:00:02. 664125 111 222 CIPHER MODE COMPLE...
A &3 g 00: 0003323875 222 1.1.1 IDEMTITY REQ... |
2 &3 7 00:00:03.987125 111 222 IDEMTITY RES... |
A &3 a (0: 0004, BRZETE 222 1.1.1 TMSIREALLOC... " w
< >
Cardl TimeSlot=23 Frame=4 at 00:00:02.012875 QK Len=29 *#%% Right click to SHOW-HIDE laver de a
HDLC Frame Data + FCS
============ NTF? Layer ============ =
nooo BSH = 0100010 (343
nooo BIE =1..... .. (1)
ool FSH = 0100110 (38}
noo0l FIE =1..... .. (1)
nooz LI = ..011000 HMSU Format
============ NTP3 Layesr ============ = v
L4 >
Hex Dump of the Frame Data
é;2 A6 18 83 I:'IEI a8 04 14 L:IE» oo oo o4 I:'IEI 01 oc on -Itl III
0A 53 07 02 00 00 0A 01 10 23 00 A4 86 5 by |
v= Device # | Frarme Count(Device #) ~
1 55
total 1 55
e 45
tatal Ao >
Call ID Call Status Call Start Date & Time Call Duratian Call Type Mob.ID (Calling#) | MoblD (Called#) | Devio| TS| SMData| SmsDa
"@"D Completed  2013-10-22 13:10:30.2915875 00:00:07.994575 Location Update =x11111001 2 23
"@"1 Completed  2013-10-22 13:10:41.400750 00:00:10.751250  Mohile Originating ... 9453429034 91999887354230 2 23 Ahility.c...
"@"2 Completed  2013-10-22 13:11:05.595750 00:00:42.025375  Mohile Originating ... =x11111001 9341141851 2 23
"@"3 Completed  2013-10-22 13:11:53.9205875 00:00:25.705875  Mohile Terminated... 8867640421 9341141851 2 23
"@"4 Completed  2013-10-22 19:15:21 230625 00:00:09.390500  Mohile Terminated... 918756342341 918756342313 2 23 Ahility.c...
— L4 >
‘O‘ Gl ChPrograrn Files'GL Communications nchUsk| 103 Frarmes

Communications
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Supported Platforms

16-Port T1 E1 Breakout-Box

Quad / Octal T1 E1 PCle Card

tProbe™ - Portable USB based T1 E1 VF
FXO FXS and Serial Datacom Analyzer

Dual T1 E1 Express (PCle) Board

Back Panel

Front Panel

28
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Key Features

Monitor GSM network real-time, offline, as well as remote

Multiple streams of GSM traffic on various T1 E1 channels can be simultaneously decoded with different

GUI instances
» Displays Summary, Detail, Hex-Dump, Statistics, and Call Detail View

Any protocol field can be added to the summary view, filtering, and search features providing users more

flexibility to monitor required protocol fields

Option to create multiple aggregate column groups and prioritize the groups as per the requirement to

display the summary results efficiently
Allows the user to create search/filter criteria automatically from the current screen selection
Captured frames can later be used for traffic simulation

Remote monitoring capability using GL's Network Surveillance System
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Protocol Standards

A Interface - MTP2, MTP3, SCCP, BSSMAP,
SMS, MM, & CC

Abis Interface — LAPD, BTSM, RR, SMS, MM &
CC

Gs Interface — MTP2, MTP3, BSSAP+

Lb, Ls, Lp Interface — RRLP, BSSLAP.
SMLCPP, LLP, BSSAP-LE, SCCP, MTP3, &
MTP2

UP Interface - UMA Protocols , TCP, UDP, IP,
&MAC

Motorola Proprietary Mobis Interface

Il Protocol standard selection

Save Load Default

=101 %

F’_g Select summary columns to disple 2
Erm[?} Menu checked options

J\. Protocol standard selection
E}: NetworkiUser side selection

£ ¥ ) Time Format
7 View Filker

ﬁﬂ Wiew Search

@E TCP Connection Options

‘[%ﬂ Parindic Trare Sawinan I"'rll'lirn:LILI

Anterface GSME00

A nterface DCS1800
Eelnterface PCS1300
Abis GSM 900

Abis DCS1800

A his PCS1900
Gs-PCS1900
Gs-DCS1800
Gs-GSMA00
p-Interface Likdd
Lb.Ls Lp-Interfaces

Mobis Interface =

30



oaGL

Communications

File View C:

Save Load Default

Real-time Gapture

u Capture File Options

A Card & Stream Selecton
? Capture Filter

Gui & Protocol Options

PORTACTIONS | Pue\TS |00 (01 |02 |08 |04 |05 (06 |o7 |08 |69 |10 |11 |12 |13 | |15 |% |1 |18 |19 |20 |21 |2 |3
v X @2 @@@M W |
YX@i2 0088 LI L0
~Data Transmission Rate -M&%FS&W—'MMM&!,PmMaM
~Single Channel ~Subchannels 8-56 kbps - L ;
NRas { Paste operations apply ta the
(" 64kbps s D&bxt_s - ok clipboard contents created by ﬂ_’
C 6 1 A 32bits clicking on a row "C" {copy) button
" 56 kbps <o 2 & None for the port which timeslot
3 selection is served as the source
e M | e e Gl i ET
& p
C xsskops Bis 17) || g | 5 " Network paste Al
% ||g VY
(" Nx56 Kbps (Bits 2-8) i [~ Bit Inversion 1<->0 Paste Clpboard to Port st
Multiple Hyper-Channels —_—
N I™ Octet Bit Reversion Paste List
] () s | e
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Filtering Criteria

Search and Filter features provide very fast search/filter for finding the required frames

B Analyzer GUl and Protocol Configuration

Sawe Load Default

G Select surnmary columns to di..,

[Fap=a] .
Menu checked options
'JAL Protocol standard selection
=TD

%Networkﬂlser side selection
{E}'I'lme Farmat

S Wiew Filter

ﬂﬂ‘u"iew Search

@&TCP Connection Options
Periodic Trace Saving Options
FjStar‘tup Options

@Data Link Groups

f}r\fiew Font Size

IMI Decode Options

Z Define Summary Colurnng
%Aggregate Summmary Colurmns

l{'?ﬁ(:apture Options

Filter S election

S Adnterdace GSM300 "

B8 Data Link

B MTPZ

05 MTP3

L SOCP

@ GSM Phase2+

B MM L

-~ Type of identity

Tupe of identity Value

IMEI

IMEISY

1451

Mo ldentity

P-THSI, Ral, P-THSI Signature

THGI and optional MBERS Seszion [dentity
THSIAP-TRSI

@ CC

-8 SMS

8 GOC v Activate | Deactivate
All Selected

Layer Field | Filter ' alue

bt tessage Type IDEMTITY REQUEST

£ >
Conditions for all selections

f« aND O OR ¢ |nclude © Exclude Deactivate Sel Deactivate &l
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Filtering Criteria From Screen Selection

Allows the user to create filter criteria automatically from the current screen selection

% GSM Protocol Analysis &-Interface GSM300 64-bit
Database  (Call Detail Records  Configure  Help

File ‘Wiew Capture

Statistics

EOEEEELTTE

Dew
[ ]
e 23 22 0000
A 23 23 00006
e 23 24 00006

e R 4R

]
3
£
2

Use Ctrl, Shift for Extended Selection u
u MTP3::DPC
2120 el B 0 | GeTe |
Message Type Message Type .
GSM Phase2+ M b Mz :Idenkity
[222 T4 [ [ JienTl I — | |MM::Message Tvpe
222 IDENTITY RESPONSE Search Selected Yalue 1 |MM::Type of identity
111 TSI REALLOCATION Set Search Criteria as Sel Walues
222 THSI REALLOCATION Set Filter Criteria as Sel Walues
Ok I Select Al Cancel
\ 4
B Analyzer GUI and Pratocal Canfiguration - O X
Save Load  Default
BSelect summary columns ta di. ~Filter Selection————————————— —Walue Selection
Menu checked options E A-nterface GSMI00 A
L . - Data Link
J?lk Protocal standard selection B WTR?
Metwork,/User side selection -9' MTP3
=
@ - SCCP
Tirne Format G GSM Phase2+
N Wiews Filter -2 MM >
. B8 CC
ﬂﬁVIEW Search B SMS
[If= TCP Connection Cptions - GLC
& ECC
Periadic Trace Saving Dptions w8 RR
F‘:j Startup Optians -@ 55 v Alivate I Deactivate
@Data Link Groups All Selected
\F . . L aper | Field | Filter Value
Fi View Font Size MTF3 DPC 222
IMI Decode Options MTP3 arc 111
Z Define Summary Colurmnns s 4
Z%:Aggregate Summary Columns r Conditions for all selections
&Capture Options | & AND{ OR | ¢ Include  Exclude Deactivate Sel Deactivate Al
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Search Criteria From Screen Selection

» Allows the user to create search criteria automatically from the current screen selection

se Ctrl, Shift for Extended Selection n
m GEM Protocol Anabysis A-Interface GEMO00 64-bit
File Wiew Capture Statistics Database Call Detail Records  Configure  Help TP DPC
|_| o avwna Fell “u| .3 B %[#| -S| &l %l [0 GaTe | MRS ORC
TSlot SubCh Framelt | IME [Relative Error 0OPC DPC Meszage Type Wessage Ty Meszage Type lvpe of identi Identity  |Mgitz< > Callingl - N
MTP3 MTP3 GSM Phase2s RR MM MM MM cc M s Tdenkity
\mwmwwm 7| (MM:iMessage Type
/2 22 00:00:15... 114 222 IDENTITY RESPONSE Search Selected Value !
A1 23 23 000005 33 222 111 TMSI REALLOCATION Set Search Criteria as Sel Values
/2 23 24 W.W.iﬁ... 22 111 222 TMSI REALLOCATION Set Filter Criteria as Sel Values
Ok I Select Al Cancel
\ 4
B fnalyzer GUI and Protocol Canfiguration — O X
Save Load Default
B Select summary colurnns to di.,  Filker Selection — Type of identity Yalue——————————————————
[Erepss .
MWenu checked options E A-lnterface G5MI00 ~ IME|
JJ?E Protocol standard selection Dg Ell?tszl_mk IMEISY
. . 5 Mo [dentity
%Net\mork{User side selection [ g f:CTgs P-TMSI. FiAL P-TMS| Signature
@'ﬁme Format TMGI and optiohal MBS 5 ezsion |dentity
-8 G5M Phase2+ THSI/P-THSI
S Wiew Filter 2 MM »
i 3 |dentity
ﬂ Wiew Search - Message Type
@D: TCP Connection Options ¥ Type of identity
= [J-@ oc
[ﬂ]. Periodic Trace Saving Options - SMS
FjStadup Options @ GCC v Aitivate I Deactivate
@Data Link Groups - Al Selected
Fo.. . Laper | Field | Search Yalue
F View Fant Size MM Type of idertity M|
IMI Decode Cptions
Z Define Sumrmary Colurmns < »
% Aggregate Summary Colurns  Conditiots for all selections
@k(ﬁapture Options | @ ANDC OR | ‘ @ Include  Exclude Deactivate Sel D eactivate Al
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Define Summary Columns

Required protocol fields can be added through Define summary column option

User can remove the protocol field which is not required

B Select summary colurnns to display

Sawve Load Default

B Select surnmary columns to di.,
Menu checked options

J);L Protocol standard selection

STD

%Net\m’orkmser side selection
@Tlme Farmat

S View Filter

ﬂﬁ\u"iew Search

@D:TCP Connection Options

—
@ Periodic Trace Saving Options
T

;-:J?Startup Options
@Data Link Groups

f}r Wiew Font Size

—DISPLAYED summary colurnn:

Chl-Up, Ctil-Down to rearange columng, DEL to remove,
Ctrl-Z to undo delete, Chil-4 - display all columns

—HIDDEM summary column

<-- Dizplay Selected Columng
Drag within list box to rearange, drag out of the list box
to delete

Called Murnber

TSlot
SubCh
Framett
Tirne:
Len

Error

OPC_MTP3 % GSM Protocol Analysis A-Interface GSM900 64-bit
DPC_MTF3

Meszage Type GSM Phasze2+ File View Capture Call Detail Records  Configure Help

Meszage Type RR -&lﬁl ”'l Hl“‘l"'l sYr ul%l*l

Statistics

Database

‘.(':l_.nl lqm_.l qvl 0 GoTo |

Messagg Type_MM
Type_of identity_k4bd Dev “IME (Relative] Error
|dentity_b b4

Mumber Digits< > CallingPartyB CO_CC

TSlot

Called Number

OPC
MTP3

DPC
MTP3

Message Type
GSM Phase2+

viessage Ty, Messac A
RR M

Mumber Digitz<>CalledParty_CC

9341141851 -

>8867640421

I-__

IMI Decode Options

1222 | [ |

Mandatory Fizxed Parameters
Destination Local Reference Parameter
Destination Local Reference
Segmnenting Reassembling Parameter

Off-line Viewing.

458752 [hex 070000]

C:\Program Files\GL Communications Inc\tProbe E1 Analyze\HC | 103 Frames

Mumber Digitz<>RP.Origin_SM5 71 00:01:30... 23 111 222
. Address-alue_SMS
Z Define Summary Calumns G data SMS 1 23 72 00:01:31.... 40 222 111 ASSIGNMENT REQ... N/
- < >
Z&:Aggregate Summary Celumns *%x% Right click to SHOW/HIDE layeipN
(%Capture Options HDI.C Frame Data + FCS
= MTP2 layer = =
= .1000000 (64)
= .1001010 (74)
C I I 1)
= ..100101 MSU Format
=ss=s==sss== NTP3 Layer ===sssss==== =
0003 Service Indicator = .0011 SCCP
0003 Priority Code = ..00.... Priority Code 0
0003 Sub-service field ot {1 PR National Network
0004 DPC =1.1.1(00001001 ..001000)
Sel Only Al Columng Undo Delete Festare 0005 OPC = 2.2. 261005 o o 00000100 .0100)
0007 Signalling Link Code & goo1: ... (1)
ssssssssssss SCCP Layer ==ssssssss== =
0008 M Type = 00000110 DT1 data form 1

4
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Aggregate Group Column

The user can create multiple aggregate column groups and prioritize the groups as per the requirement to display

the summary results efficiently

B Aggregate Sumrmary Columns

Sawe Load  Default

B Select summary columns to di.,

e .
Menu checked options

J);L. Protocal standard selection
S5TD

%Net\morkmser side selection
@'I'lme Forrmat

77 View Filker

ﬁﬂ‘u’iew Search

@D: TCP Connection Options
—

Periodic Trace Saving Options

T
/:jStartup Options
@Data Link Groups

F;“r\p"iew Font Size

IMI Decode Options

Z Define Summary Columns
ZE'Z'.ﬂ.ggregate Summmany Columns

@ Capture Options

Add Delete | Aliases I Rearder I Reverse Use'_'in the name For multiine headers
Mame Display Format Summary Columns  / Separator
Group~0 Concat Number Digits< > CallingPartyBCD_CC -2
El E] Number Digits<> CalledParty_CC
Group-~1 S| Col_Alias Value [ Type of identity_MM
Group~2 Concat DPC_MTP3 % G5M Protocol Analysis A-Interface GER00 64-bit
r; rg OPC_MTP3 File ‘“iew Capture Statistics Database Call Detail Records  Configure  Help
Message Type_GSM Phase2+

e 23 71 00:07:30. 23
A 23 72000131 40

2 23 73000131 36
e 23 74 00:01:31. 22
2 23 75 000141, 22
A 23 76 O0:07:42.. 22
A 23 77 00:07:45. 29
2 23 78 O0:071:46.... 38

<

| GoTo I

Mezzage Type
G5M Phase2+

(222 1111 |

111 222
222 111

222%111

11182225 ASSIGNMENT REQUEST ASSIGNMENT REQ.

222%1.1.1 & ASSIGNMENT COMPLETE 111 222 ASSIGNMENT CO...
222%111 111 222
222%1.11 111 222
1118222 222 111
1118222 222 111
111 111 222

Cardl TimeSlot=23 Frame=70 at 00:01:29 676375 OK Len=42

oGL

Communications

HDLC Frame Data + FCS

============ SCCP Layer ============
0008 Hessage Type
Handatory Fized Parameters
Destination Local Reference Parameter
ooo9 Destination Local Reference
Segmenting Eeasszembling Parameter

<

00000110 DT1 data form 1

458752 [hex 070000]

== HTPZ Layer == =
= 1000000 (&4}
=1....... (]
= 1001010 (743
=1....... (]
= 100101 MSU Format
============ WTP3 Layer ============ =
0003 Service Indicator = ..0011 SCCP
0003 Priority Code = on . Priority Code 0
0003 Sub-service field = 10...... Hational Hetwork
o004 DPC = 1.1.1¢00001001 ..0010007
0005 OpcC = 2.2.2¢010.... .. oooooioo ... 0100}
0007 Signalling Link Code = 0oo1l.... (1)

*%¥% Right click to SH(Q

Off-line Yiewing.

|Z\Program Files\GL Communications Incit| 103 Frames
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Call Detail Records

« Call trace defining important call specific parameters such as call ID, status (active or completed),

duration, CRV, release complete cause etc. are displayed

Bl GSM Protocol Analysis Abis GSM 900

File ‘iew Capture Statiskics

Daktabase Call Dekail Records  Configure  Help

=10l x|

Communications

_I_I_Iﬁliln"lil_ AN AN RS _
Drey TIME [Relative] ki bl -M ezzage CC-Meszzage Called Party/Called Subaddrezz -

2 23 1] B-7 47 00:00:00.000000 -~

2 23 1 B-7 47 00:00:00 430000

2 23 2 B-7 47 00:00:00. 360000

2 23 3 B-7 46 00:00:07.357000

A 23 4 B-7 B 0000 D1 HEEDDD -
Call 1D Call Status Call Start Date & Time I Call Duration | DevMo | TS| QPC | DPC Call Type | Mok IDT(Callingg®) | Mok [DZ2(Call... | Releaze

E:T I completed  2002-10402 17:21:20 336500 | 00:00:01 305000 1 I Speech Call 14253754000

E:T 1 completed  2002-10402 17:21:22 573000 | 00:00:02 353500 1 1 Speech Call 14254451412

E:T 2 completed  2002-10-02 172130 577000 | 00:00:02 136400 1 I Speech Call  =57BF3IDAZ-TMSI 4252003420

E:T 3 completed  2002-10-02 17:21:44 742000 | 00:00:02 152400 1 1 Speech Call 14253754000

< B

\C:\Program Files\al Communication 926 Frames | L
OaL
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Applications

» Used as independent standalone units as "probes" integrated in a network surveillance systems

» Triggering, collecting, and filtering for unique subscriber information and relaying such information to a

back end processor

» Collecting Call Detail Records (CDR) information for billing

—
r Y
N~
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MAPS™ GSM A Emulator
(Testing over T1 E1)
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oGL

Communications

MAPS™ - GSM A Emulator (XX692)

Scripted GSM A Interface simulation over TDM (T1 E1) using GL's MAPS™

Simulates BSC and MSC entities

mMAPS“" in GSM Network

40
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Communications

Supported Protocol Standards

CM | MM | RR | SMS

BSSAP
SCCP SCCP Lite
M3ILIA IP ﬁ.t;cess
ST TCp
I I

Supported Protocols
SCCP

SCTP

TCP

MIUA

BSSMAPR / DTAP
MM/CC

RR

SMS

Standard / Specification Used

Q.713,CCITT (ITU-T) Blue Book

RFC 4960

RFC 793

RFC 3332

3GPP TS 08.08 V8.9.0, 3GPP TS 48.008 v10.0.0 (2011-01)
JGPP TS 04.08 V7.17.0

3GPPTS 0418 V8.13.0

JGPPTS03.40V7.5.0 &
3GPP TS 04.11 V7.1.0 GSM 03.38 version 7.2.0 Release 1998
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GSM A Mobile Originating Call Flow

GSM Mobile
Originating Call Flow

e

CM SERVICE REQUEST

CC Connection Confirm

Service Request

Authentication, Identity,
Ciphering Mode Procedures

<
CM SERVICE ACCEPT
<
SETUP
>
CALL PROCEEDING

<

ALERTING

CONNECT
«<

CONNECT ACK

Disconnect

RLSD Released

RLSD Released Complete

Call Initiation

— = > Assignment Procedure

- = > Call Release
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GSM A Mobile Terminating Call Flow

GSM Mobile
Termination Call Flow

e

PAGING

v

PAGING RESPONSE
CC Connection Confirm

Service Request

v

AUTHENTICATION REQUEST

v

Authentication
AUTHENTICATION RESPONSE Procedures

)

IDENTITY REQUEST

v

identity Procedures
IDENTITY RESPONSE

»

CIPHER MODE COMMAND

Ciphering Mode Settings

v

CIPHER MODE COMPLETE

&

TMSI REALLOCATION COMMAND

v

TMSI REALLOCATION COMPLETE

SETup

Call Initiation
CALL CONFIRMED

ASSIGNMENT COMMAND
ASSIGNMENT COMPLETE Assignment of a Traffic Channel

v

ALERTING
» User Alerting

CONNECT

CONNECT ACKNOWLEDGE Call Accepted

DISCONNECT

RELEASE Cali Cloaring

RELEASE COMPLETE

CLEAR COMMAND

v

CLEAR COMPLETE

RLSD released

OGL e

Communications
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Communications

G5M Location
Updating Call Flow

LOCATION UPDATING REQUEST

-

CC Connection Confirm

AUTHENTICATION REQUEST

AUTHENTICATION RESPONSE

IDENTITY REQUEST

IDENTITY RESPONSE

CIPHER MODE COMMAND

CIPHER MODE COMPLETE

ThA%1 REALLOCATION COMMAMND

TrASI REALLOCATION COMPLETE

LOCATION UPDATING ACCEPT 1
CLEAR COMMAND
CLEAR COMPLETE .
RLDS Released
RLC Release Complete .

Location Updating Call Flow

service Request

Authentication Procedures

2 Identity Procedures

% Ciphering Mode Settings

Connection Release
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GSM A Call Generation

. MAPS (Message Automation Protocol Simulation) BSC (GsmA GSMSQO ) - [Call Generation - CallGenDefault] - m}
% Configunstions Emulstor Reports Edtor Debug Tools Viindows _Help - 8%
= X | pl re Y . |
QFLss s@Rh dE e L9
Ol HR . 8l&a
St | ScrgtName | Profie | Calirdo | Scept Execuion | Stahus | Everts [ Eve. |Remd | Totallterst | Cca
1 GSEMA _Cal gt MSPiofie0001 IMSI_ S0170000000063 .. Stat | SOCP Connection Released I!m_] Pass 1 '
2 GSMA Cal o : Stat — L]
3 GEMA _Call g MSPiofie0003  IMSE_S0170000000064, Stat SCCP Connection Released Nooe ‘ Pass 1
4 GSMA_Call gs MSPioli«0004  IMSE S0170000000064... Stat | SCOCP Connection Relestad None ‘ Pass 1
5 GEMA Cal gs MSPiolie000S  IMSI 0170000000064, Stat SCCP Connecticn Released None Pass 1
3 GSMA_Call gis MSPiotieQ005  IMSI,S0170000000064. ., Stat | SCCP Connaction Releatad None Pass 1
7 GEMA_Callgs MSPiofie0007  IMSI- S0170000000064 .. Stat SCCP Connection Released None | Pass 1
8 GSMA_Cal gs MSPiofie0008  IMSI 0170000000064, . Stat | SCCP Connechion Released None Pass 1
9 GSMA_Cal gis MSPiole0009 IMS)_S0170000000064.. Stat | SCCP Connection Releated None ‘ Pass 1
10 GSMA Callgs MSPiofie0010  IMSE 0170000000064, .. Stat SCCP Connechion Released ‘Nore Pazs 1 v
< >
[ add | Delete | mnsert | mefresh | st | starms| o |v| swomM e o |Abcetan]
I_m_l CobsrnWidth — J———— [ Show Latest
BSC MSC & Frd_ |
. s —— M TTDY L‘”g -
o . ! Q000 Pziczizy Code - ,.00,.,.. Prict
Q0000 Sub-service field S 10 0 00a Wazic
‘ 18.07.44.614000 Q001 DRC & 2.3,.2000010011
AUTHENTICATION REQUEST 0002 OFC - 1.1.2000.....
< 18:07.44 624000 0004 Signalling Link Code - 0001.... (3}
THEN TION Higher Layer Data = x010000060202¢
AUTHENTICATION RESPONSE )ns,or.umwo 9CCP Loyer -
Q0005 Message Type = 00000001 CR o«
o CIPHER MODE COMMAND 180745 205000 Mandatozy Tixed Pazametezs -
Source Local Reference Parameter -
QIPHER MOOE COMPLETE Pl1g0ras 205000  [[000¢  Scurce Local Reference = § (x000008)
LN UPOATRIG ACEEHY : Protocol Class Parameter -
Q005 Class - ....0010 Clam
‘ 18.07.45. 785000 v {0008 Message Eandling (Class O and 1 only) = Q000.... Fo §
< _ ] > ¢
\ Scits )\ Message Sequence ( Evert Corfy )\ Sowt Flom )\ Caphre Everts /
Initialisation Errors | @ Error Events @ Captured Errors | @ UlnkStatusU 4
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GSM A Call Reception

S TR R ¢ e

i) MAPS (Message Automation Protocel Simulation) MSC (Gsmd, GSMZ00 ) - [Call Receptior] - olEN
B Ceshguwtions Emulitse Repsrts Edtor Winkees Help = [ @] x}

Sibin | Gk Hama | Collirify || Geeopt Empcnion, | Slshm | I verity I Everiz | Rl |

1 PR FFFRR RN o bm LR et 2 Tt | Py

3 e ] 1 o e Ity 551 | P
Teamnste I TR

a1 Hi.gh sl SN Mooocer [ i St T eawarcsie | P

5 Hil.gh (VAR b ol | ks B T eamvarcshe | Paas

[ Mg s S oo s Fibs S T givwrane | [

7 Hil.gh i1 S0 MoooocEr._ I Filer St T eswrale | Fais

g W0 VAR oo il P Sl Tgivmile | Faib

L) H0.gh w51 S0 FO000000cenT . IS Fie S Tewvwe | Far

- exsanesansas HTFD Lagdl fessassansss &
) MAFS 3 Esrvice Indicator = ....00LL SCCP
3 Frioricy Cods . .00, ,,, Prisrity Cods &
? Pab-parvice fi=ild = L0, .... Bakional Hetwork
; W0 E DEC = F_ 2, BE{OODEG0 Y _ , J1Oa300k
* tE TET 30 S ETO0D M OmE & LB lddd.. . ... GdO0ddlo . ... 0080
Signallirg Link Cods = GOOL.... {13
Mmﬂ_"”m.m Higher Layar Data * WOLGGEIL TEIOIEEI 1T LOFEOLSEE TORERT R
o mmsamssmmeen JOCF Lapar sessssmsammam -
SUTHEH TRCA TN RE SPOMSE 767 30 7EE00 GO0 Hespaps Type = ODIODIEL CF C4raenar ian. 1 gqes e
T Aendatory Fizsd Farasstarmy -
DFHER MODE CTHEEND foursd Loval Relerancs Farakstar =
| T X e Bource Locsl Pelerence = 3 (xEO00LT
CIPHER MODE [OWFLE Frocasol Clann FarassTtHr =
TE J?.ﬂ'.i'l.m] Cland & L. 000 Chasd I [}
Hspnags Hamdling dClape O mrd 1 anlyl = O3, ... B Specisl Opcions
4 THE! REALLOCATION COMMAKD FEFF] A0 Faimmar Lo Eandsrory Faysmater = Farwd afrssr Wil ki
Fairzar to optional pPRrEEstEECE = rhf [k
sl REALLOCATION COMPLE TE .I?ﬂ'ﬁﬂm} Rardavary Varniaele Length Farssstsnd B s ————
T Called Farty Addream » EamAdstary pACANSTEr
M SEMACE ACCEPT Farasatar Langeh = &
‘ mhm = dddrars Irddiicsfiors =
~ L dl .Y Bt e Mo Trdd - - 1T Eddearr arrsmdirs sionetTdmer o
£ ¥ b
Eavis Evenas Captured Emgel Lk SEptuns Up s 1 Digawna &

oaGL
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MAPS™ GSMA Command Line Interface (GLI)

MAPS GSMA CLI Server

Sample Python Client Script

Cli MapsCLI BSC (GsmaA GSM300)
B File Edit

Wiew

D E B x

g X

| & Python 3.7.5 Shell - O *
File Edit Shell Debug Options Window Help

[+ View Latest Command

21 2020-3-16 19:
21 2020-3-16 19:
21 2020-3-18 1%
21 2020-3-16 15:
21 2020-3-18 1%
21 2020-3-16 15:
21 2020-3-18 1%
21 2020-3-16 15:
21 2020-3-18 19
21 2020-3-16 19:
21 2020-3-16 19:
21 2020-3-16 19:
21 2020-3-16 19:
21 2020-3-18 1%
21 2020-3-16 15:
21 2020-3-18 1%

10:21. 235000 :

10:21. 346000

10:22.439000

10:22,550000 :
: UserEvent 1 "GetMessagelnfo”™#
: UserEvent 1 "GetMessagelnfo™# "Index"=19;
10:23.800000 :
ServerLog:errCode = 0,errString = connection has been gracefully dosed for Clientld =2

10:22,657000
10:22, 767000

UserEvent 1 "GetMessagelnfo™# "Tndex”=5;

' UserEvent 1 "GetMessagelnfo™# "Tndex"=6;
10:21.454000 :
10:21, 565000 :
10:21.673000 :
10:21. 730000 :
10:21.892000 :
10:21.999000 :
10:22,111000 :
10:22, 217000 :
10:22, 327000 :
: UserEvent 1 "GetMessagelnfo™#
UserEvent 1 "GetMessagelnfo™s “Index™=17;
"Index"=18;

UserEvent 1 "GetMessageInfo™# "Index"=7;
UserEvent 1 "GetMessagelnfo™s "Tndex"=3;
UserEvent 1 "GetMessagelnfo™s "Index™=9;

UserEvent 1 "GetMessagelnfo™# “Index”=10;
UserEvent 1 "GetMessagelnfo™# “Index™=11;
UserEvent 1 "GetMessagelnfo™# "Index"=12;
UzerEvent 1 "GetMessagelnfo™# “Index™=13;
"Tndex"=14;
UserEvent 1 "GetMessagelnfo™# “Index™=15;
"Tndex"=16;

UserEvent 1 "GetMessagelnfo™#

StopScript 1;

ML

oaL

Communications

Python 3.7.5 (tags/v3.7.5:5c02a3%a0b, Oct 15 2019,
[(AMDE4) ] on win32
Type "help", "copyright",

00:11:34) [MS5C w.l191€ &4 kit
"credits™ or "license ()" for more information.

= RESTART: C:\Program Files\GL Communications Inch\Octal Xpress Tl Analyzer\MAPSC
LIMAPS Python Client\examplesigsma‘\B5SC\GSMA PlaceCall.py

G5MR Server Connection... True
G5MA Testked Starting ... Trus
GSHMA Profile Loading... True
Check M3UA Health Status... True
G5MA Call Initiated... True

Call Status... Answered

Send File started

S5end File Completion: 806

GSHMA Call Terminating... True

Total Signalling Messages 20
G5M2 LastMSGRcv: 19:10:19.11%5 <—
============ MTPF3 Layer ============

BEL5D released

0000 Service Indicator = ....0011 5CCP
0000 Priority Code = ..00.... Priority Code 0
0000 Sub-service field = 10...... Hational HNetwork
0001 DPC = 2.2.2(00010010 ..010000)
ogoz CPC = 2.2.2(10...... QQ0oooloo ....01
oo0)
0004 Signalling Link Code Q0o01l.... (1)
Higher Layer Data x040000030000030300

============ JC[CP Layer ===—=========
0005 Message Type
Mandatory Fixed Parameters
Destination Local Reference Parameter

00000100 RLSD released

000e Destination Local Reference 3 (x000003)
Source Local Reference Farameter
Qgos Source Local Reference 3 (x000003)

Release Cause Parameter

Qgoc Eelease Cause Q00000011 SCCP user originated
Q00D Pointer to optional parameters X000 (Q)

Mandatory Variakle Length Parameters Hone

Cprtional Variakle Length Parameters Hone

~
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MAPS™ GSM Abis Emulator
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Communications

MAPS™ - GSM Abis in the Network

Scripted GSM Abis Interface simulation over TDM (T1 E1) using MAPS™
Simulates BSC and BTS entities

MAPS™ GSM-Abis Interface
Simulate elements in GSM network

49



Supported Protocol Standards

Un Apis A
MS ' BTS : BSC r MSC
M E 5 M
MM ; C MM
i : . | BSSAP
RR | | D | g N\ (AR
| : : ESH—*J 57 | | S87
LAPD,, | | | LAPD, LAPD | |  LAPD :
radio i radio @ PCM i PCM PCM : PCM
I — I — I —
! : ) L Available Supported Standard / Specification Used
16/64 kbit/s 64 kbit/s / Standards Protocols
2.048 Mbit/s
GSM Abis 900 BTSM 3GPP TS 08.58 V8.6.0
MM 3GPP TS 04.08 V7.17.0
cc 3GPP TS 04.08 V7.17.0
RR 3GPP TS 04.18 V8.13.0
SMS 3GPP TS 03.40 V7.5.0 &
3GPP TS 04.11 V7.1.0 GSM 03.38 version 7.2.0 Release
1998

oGL
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GSM Abis Mobile Originating Call Flow

MOC
Channel Required - ~
P
Channel Activation
< Channel
Channel Activation ACK - Activation
z Procedure
P Immediate Assignment
<
CM Service Request
{Type Of Mobile Identity) - 7
.
P Authentication Request
<
Authentication Response -
el
B Cipher Mode Command
<
Cipher Mode Complete -
»
P Identity Request
<
Identity Response
>
CM Service Accept
< . MOC Call
Setup (Called Number) N Procedure
Eadl
P Call Proceeding
Y
P Channel Activation
<
Channel Activation Acknowledgement‘
>
P Assignment Command
<
Establish Indication
<
Assignment Complete N
.
RF Channel Release

Communications



GSM Abis Mobile Terminating Call Flow

GSM Abis Interface

Paging Command
\
Channel Required
A
~
Channel Activation
<
<
Channel Activation ACK
A
Fd
P Immediate Assignment
<
Paging Response
{Type of Mobile identity) N
P Identity Request
Identity Response
>
P Authentication Request
Y
Authentication Response
N
>
Cipher Mode Command
< MTC Call
Cipher Mode Complete Procedure
Ny,
e
Setup
<
N
Call Confirmed
N
Val
Channel Activation
<
Channel Activation Acknowledge o
»
P Assignment Command
K
Establish Indication
.
>
Assignment Complete
>
RF Channel Release
RF Channel Release ACK
S

oaL
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GSM Abis Location Updating Call Flow

P Updating Call Flow

e

CHANNEL REQUIRED

RR Channel Establishment
" CHANNEL ACTIVATION

-

CHANNEL ACTIVATION ACKNOWLEDGEM ENT-

IMMEDIATE ASSIGNMENT

'y

LOCATION UPDATING REQUEST

v

Service Request
AUTHENTICATION REQUEST

AUTHENTICATION RESPONSE o Authentication Procedures

IDENTITY REQUEST

IDENTITY RESPONSE Identity Settings
®

CIPHERING MODE COMMAND

»

CIPHERING MODE COMPLETE J Ciphering Mode Settings

TMSI REALLOCATION COMMAND

r'y

TMSI REALLOCATION COMPLETE

LOCATION UPDATING ACCEPT

'Y

CHANNEL RELEASE

RR Connection Release
DEACTIVATE SACCH

RELEASE INDICATION

v

RF CHANNEL RELEASE

— RF CHANNEL RELEASE ACKNOWLEDGEMENT
o y
OGL
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GSM Abis Call Generation

B MaPs (Message Automation Protocol Simuation) BTS (Gsmabis GSMR00) - [Call Generation - Master Corfiguration] - (®) X
%, Configunstions Emulator Reports Editor Debug Tools Windows Help - & x

CF%Lss @R sl
= WG Ry

cript Name Profile g : » g A

GSMAS

2 GSMAbs Calgs  MSPIoRe0OR st |

o Nerm ' Urbantwn 1 v
< >
[ asd | oelste | toat | Retiosh | St | ketas| o || meomrpe] oo |abema]
CobamnWidh = e W Show Latest
BTS BsC - Fed_|
m ) wasnsnnssnens ETSN Layer ssssssassnns .
LN Hn;zgnm 0000 T-bax ® iiisase 1 Teasps
" _ Q000 Message Group = 0000001, Radioc
mereadiste Asmorment O00L Mezzage Type = 00000010 DATA *
‘ NZ561300 Charnel number -
RVICE | 0002 I¥ Identat h N = 0000 Chanaw
it Brazt 112352 630000 0003 Cnasmed T oo - oxoo:??f SDCCK,
CLASSMARK CHANGE 0003 Sub-Channel §(7T bits) e 1 ({..001...)
11:2352 845000 0003 Time Zlow # 8 Laine 001 (1)
Lank Idensifaer -
MEASUREMENT REPORT 112352 85000 0004 IX Identifier(lLinkId) = 00000010 Link
0005 ZAPI Value _FRest s 000 BAPI ¢
‘ AUTHENTICATION BEQUEST 112352 342000 0005 Prioravy - o0 Norma:
0008 NA LETL I NET Link ©
0008 SAPI Valus Charmel Type 8 00 vevee Main !
L3 Inforsmation -
MEASUREMENT REFORT 0006 IR Identafier(L3Inte) * 00001011 L3 In:
112353 116000 0007 Length of 13 Information - € (x0006)
CIPHERING MOOE COMMAND Layer 3 Intormarion * 055499078073
‘ 11:23 53 260000 snsunnnsnnss Layer? Provtocol Layer ssasssswssss »
000% Frotcol Discriminator * ....0101 Mobil:
CIPHERMNG MODE COMPLETE 11:2253 281000 0003 Skip Indicator - 0000.,., (0)
Sasnsnannes MM L BAARERER R .
SETUP 11:2353 220000 CO00A Message Type e « ..010100 AUTHR
Y |o00A Seouence Runber - 01, . ... 3%}
< > <

oaGL
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@ Instinhsatson Errors

| @ Eror Events

. @ Captured Errors

| ® Link Status Up=1 Down=0
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GSM Abis Call Reception

| B MAPS (Mesinge Autoratson Pretocol Seulition) BSC (Garmbbs GEM200) - [Call Reception)

- o S
1 .
B Corfigunations  Emulitor  Reports  Editor  Debug Tooli Windows  Help - & x|
A ] 1 1 & (1]
T Y IEYEYNT RICE IR ) !
1Mo | Scipt Hame | Profe | Callindo | Seript Execuion | Stahe | Everis | Evert . | Rosuts | ~
1 TFOS_Managernend gls 1 Indigize BTS | Pait |
: SSMAbis Call gl IS 901 TOO000005 3. TMS!:. IR S N B FF Chanvel Fleleased LU SN | Pass |
K| GSMAEix Call ol 1RS]S FOaDaC 0 a000E 2 THAS: ... Completed | FF Channel Felesned Mo | Paay ot |
]
L stop | swo sl | abert | abortsl | 7 ShowRecords [ Select Active Cal [ Auto Trash  Trash |
@ CoksnWidh — ————— [ Show Latest
MEASUREMENT REFORT 0642 5200 Fired
ssmssssssnes BTHL Layer =essssssssas &
G000 T=kit e 1 Tra
LOCATION UPDATING ACCEPT 2000 Hassage Croup = 0000ODL, Bad
" 3008 Hezzage Typae s 03Dl DAT
T0:05:43 1 A0000 - L as .
» CHANMEL RELEASE 110542185000 ﬁﬁ § § Id::u!urwh Ra) : 2E:un1 :;
THaAT 000E Bub-Chasmal §{T bied) 0 [..000. .}
- Lot s e 11:05043 1 24000 000%F Time Sler d - oal (L
Link Tdencifisr -
MEASUREMENT REPORT 14- 05043 150000 0004 IE Idartifier{binkTdb 00000000 Lik
0005  FAPI Valus e 0on BAP
MENARERENT REFIHT 11054341 7000 0005  Pracrity " ...00... Wor
0005 Hk = 0. i
THS| REALLDICATION COMPLETE _ 0008 SAPT Valws Channsl Type =00, .., . Mad
170543 527000 L3 Informaticom -
RELeadn B0 st 10542 Gh0d IE Identifiss|{LiInic} = o0loLl LI
v 530000 3507 Leangth of LY Informaticm s F [xD0dE)
L a ¥ Imformarion = BEIE
I‘ AF CHANr AELaas 190545 SE5000 Ill::l:lilll 1':"'.!3 Protecel Layer I-Ill-lllllll: =
0% Frezeal Iidcsriminarar s _._ .01l Pad
MENFENENT REFORT 100543 BROO0D G00E eip Indicanar = Oo0id. ... (0
spssssssssss Bf Laysr ssssssssssEs =
Fif CHANrel AELeate ALK nosdedge 1105 43 502000 0004 Massags Type * 001100L0 CIF
L
] » £
\ Scigar ), Message Sequence | Event Corfig ) ScrgtFlow f
@ Initsahiatsan Ermee @ Eres Bvents | @ Coapiured Error B Link Sty Up=1 Derasi: o
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MAPS™ - GSMAolP (GSM A over IP)
(PKS137)
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MAPS™ - GSMAolP

« Scripted GSM A simulation over IP using MAPS™

« Simulates BSC or MSC entities

« User-friendly GUI for configuring the SCTP Layer parameters

Base Station Subsystem
(BSS)

————— Signaling
= T T T RTP Media (IP)
= T T 7 TDM Traffic Channels

MAPS™ GSM A over IP /TDM

oGL

Communications

(2K simultaneous calls per NIC card)

— - - o s -
— = = o= o= o= o= o=
— e o - - = o s s s s o B

GSM A

Network Sub System {NSS) HLR — AUC

VLR
Connection to PSTN

Data network &
other GSM networks

Media Gateway

MAPS™ GSM A over IP
HD RTP Generator Hardware
(w/ 2 x 10G cards; w/ 4 x 1G cards))
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GSMAolP Mobile Originating Call Flow

GSM A Mobile
Originating Call (MQOC)

CM SERVICE REQUEST

CC Connection Confirm

AUTHENTICATION REQUEST

AUTHENTICATION RESPONSE

IDENTITY REQUEST

IDENTITY RESPONSE

CIPHER MODE COMMAND

CIPHER MODE COMPLETE

TMSI REALLOCATION COMMAND

TMSI REALLOCATION COMPLETE

CM SERVICE ACCEPT

~

SETUP

CALL PROCEEDING

A

ASSIGNMENT REQUEST

ASSIGNMENT COMPLETE

ALERTING

CONNECT

CONNECT ACKNOWLEDGE

CALL ESTABLISHED / CONVERSATION

DISCONNECT

RELEASE

RELEASE COMPLETE

CLEAR COMMAND

CLEAR COMPLETE

RLSD Released

RLC Release Complete

L 2

Service Request

Authentication Procedures

Identity Procedures

Ciphering Mode Settings

Call Initiation

Assignment of a Traffic Channel

User Alerting

Call Accepted

Call Clearing
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GSMAolP Mobile Terminating Call Flow

GSM Mobile
Terminating Call Flow

PAGING REQUEST

CHANNEL REQUEST

IMMEDIATE ASSIGNMENT

r' s

PAGING RESPONSE

AUTHENTICATION REQUEST

r §

AUTHENTICATION RESPONSE

CIPHER MODE COMMAND

V'

CIPHER MODE COMPLETE

SETUP

F \

CALL CONFIRMED

ASSIGNMENT COMMAND

A

ASSIGNMENT COMPLETE

A 4

ALERTING

CONNECT

v

CONNECT ACKNOWLEDGE

'z

CALL ESTABLISHED / CONVERSATION

DISCONNECT

v

RELEASE

RELEASE COMPLETE

v

CHANNEL RELEASE

» RR Channel Establishment

Service Request

Authentication Procedures

Ciphering Mode Settings

Call Initiation

Assignment of a Traffic Channel

User Alerting

Call Accepted

Call Clearing

RR Connection Release
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GSMAolIP Location Updating Call Flow

GEM Location

LOCATION UPDATING REQUEST

™ Service Request

CC Connection Confirm

AUTHENTICATION REQUEST

AUTHENTICATION RESPOMSE o Authentication Procedures

IDENTITY REQUEST

IDENTITY RESPONSE | Identity Procedures

CIPHER MODE COMMAND

CIPHER MODE COMPLETE

# Ciphering Mode Settings
ThASI REALLOCATION COMMAND

TMSI REALLOCATION COMPLETE

LOCATION UPDATING ACCEPT

E CLEAR COMMAND

LEAR COMPLETE
¢ © #| Connection Release

RLDS Released

RLC Release Complete

oGL
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) —

GSMAoIP Supplementary Service Activation Gall Flow

7l GSMA
VE CM Service Request "
CC Connection Confirm
< Authentication ,
i /| SecurityModeConlrol
(~ processUnstrcturedSS-RequestArg
>
unstructuredSS-RequestArg
<
Supplementary
Sarvice Mestages < unstructuredSS-RequestRes N
& processUnstrcturedSS-RequestRes
S | < CLEAR Command Call Clearing Action
CLEAR Complete >
All the associated resources released
Call Release _< RLSD Released
«<
RLSD Released Complete > } SCCP connection is released
-

oaGL

Communications
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GSMolP Call Generation

Y Y ek

] HE .
s..J- -

SN0 | Scupt Name 1 P 7T

1 Cat MEMCe000T M1 SO PO0000000E . TSt Ou000000

GSMA_Cal g M Profie(00)
GSMA_Cal g MEPYie(004
GSMA_Cal i M Paotie 007

[ 201 | Owete | woent | netrodt | 2at | 2erm| | sem| mot | merm)

1

wssssssssnss BNTP) User Magtonion Layer ssssssscsnss »

Version

Pertination Poima Code
Porra Code

Service Indicetor

Network Indicator
Bassage Feioriny
Fignalisng Link Selection

Parsneter Padling
snssssnsnsss JOCT Layer sessssnssnes
A% Bersage Type
Handatory Tized Parsasters
Sestination Lecal Befersnce Parsaster
1% Destinsmtiion Local Reterence
Toammens oy Janssendliing Faranetor

* 0000000% Peleass 3.0
. 0000000L Tramster

* 00000001 Payiosd Date
00 (s00000080)

#0210 Tramaler Prstetol Darn
M (10046)

.5, 50,,101000 Q0201100

2.2.20..010000 000100100
«es 0018 CCOP

00 Peraniny Cote 0
1

. 20000

-

* 00000110 BT dsta form )
-

-

\ Sowts ) Message Sequence { Tvwt Carlg ) ScwtFlow |
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GSMolP Call Reception

OF%s3 @R FE 35 <20

[ St Cmosen | Stans

W ENDOWRS W -

IMST 907 700000000639, TMSE 0W00000003
IMST 907 200000000689, TMSE 011110004
IMSE 501 200000000639, TMSE 011110034

#——-

Mondoeng SCTP Stata
ASP Actve

o | oM | Mot | RotM | © FowRecords [ SelectAcveCal [ Ao Trash  Trah |

ComnWidh — f———— | Show Latest

AUTHENTICATION REQUEST

AUTHENTICATION RE SPONSE

v

sussssnnnnns NTP) User Adaptation L.'.' R
Version * 00000001 Paleass 1.0
Messnge Clans 00000001 Trans fer
3 Transfer Mansage Type 00000001 Payload Data
Message Lengmh €4 (x00000040)
douming Content
Tey
Lenmh
Jouming Context Value
Trotocel Data
Tsy
lermh
Oraginating Point Code
Posrr Code
Destination Point Code
Point Code
Service Indicator
Network Indicator
Heaszage Priorivy
Signalling Lirk Jelection

w0004 Pouting Comtext
8 (x0008)
1 (200000001)

20210 Transter Protocol Date
45 (x002D)

$.5.8¢..101000 O0101101)

2.2.34,.010000 000100100

. ee 0001 BCCP
00 International network
00 Priority Code O

> s

N Screts ) Message Sequence { Evert Corliy ) Scrt Plow ) Caghun Everts /.

@ ntalastion Errors

@ Erroe Bvents =
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MAPS™ GSMA over IP Command Reference Interface (CLI)

MAPS GSMAIP CLI Server

Sample Python Client Script

CTi MapsCLI BSC (GsmAlp GSMI00 M3UA)

[E7 File Edit View
DEE B x

| & Python 3.7.5 Shell

File Edit 5hell Debug Options Window Help

IV view Latest Command

11 2020-3-17 10:28:18.252000

1 2020-3-17 10:

: 2020-3-17 10:
i 2020-3-17 10;
1 2020-3-17 10:

i 2020-3-17 10:28:22,734000

: 2020-3-17 10:

11 2020-3-17 10:
1 2020-3-17 10

T 1 P P P b P R P R bt R R R R R 1 P P P R P P bt R R

i1 2020-3-17 10:27:24.549000 ;

3 t UserEvent 1 "IsTransportUp™;
: UserEvent 1 "InitizteNewCall™;
: 2020-3-17 10:27:356.799000 :
i 2020-3-17 10;27:37.896000
+ 2020-3-17 10:27:38.004000 :
+ 2020-3-17 10:28:18.141000 :
: UserEvent 1 "Terminate™;
: 2020-3-17 10:28:21.317000 :
i 2020-3-17 10:28:21.422000
21.533000 :
i+ 2020-3-17 10:28:21.641000 :
+ 2020-3-17 10:28:21.752000 :
:: 2020-3-17 10:28:21.860000 :
21.9565000 :
22.078000 ;
22,187000 :
+ 2020-3-17 10:28:22,299000 :
tr 2020-3-17 10:28:22.408000 :
: 2020-3-17 10:28:22.521000 :
i 2020-3-17 10:28:22.626000
: UserEvent 1 "GetMessagelnfo™# "Index™=12;
i+ 2020-3-17 10:28:22.847000 :
+ 2020-3-17 10:28:22.954000 :
23.063000 :
i+ 2020-3-17 10:28:23.176000
i1 2020-3-17 10:28:23.284000
i+ 2020-3-17 10:28:23.391000 :
23.504000 :
24.594000 :

StartScript 1 "GSMA_Call.gls™ "™MSProfile0001” 1 # "CMServiceType "=1, "CalledNumber "={ binarystring )90 17000688, "SMData"="Welcome to CLI", "TrafficType™="J

UserEvent 1 "GetCallStatus";
UserEvent 1 "GetCallStatus™;
UserEvent 1 "SendFile™# "TxFileName"="voicefiles\Send\G7 1 1\ULAW WVijay.glw™, "TxFileDuration™=10;
UserEvent 1 "GetCallStatus™;

UserEvent 1 "GetMessageCount™;

UserEvent 1 "GetMessagelnfo™# "Index"=0;
UserEvent 1 "GetMessagelnfo™# “Index"=1;
UserEvent 1 "GetMessagelnfo™# “Index"=2;
UserEvent 1 "GetMesszagelnfo™s "Index™=3;
UserEvent 1 "GetMessagelnfo™# "Index"=4;
UserEvent 1 "GetMessagelnfo™# "Index"=5;
UserEvent 1 "GetMessagelnfo™# “Index"=5;
UserEvent 1 "GetMessagelnfo™# “Index"=7;
UserEvent 1 "GetMessagelnfo™s "Index™=8;
UserEvent 1 "GetMesszagelnfo™s "Index™=9;
UserEvent 1 "GetMessagelnfo™# "Index"=10;
UserEvent 1 "GetMessagelnfo™# “Index"=11;

UserEvent 1 "GetMessagelnfo™# "Index™=13;
UserEvent 1 "GetMeszagelnfo™s "Index™=14;
UserEvent 1 "GetMessagelnfo™# "Index"=15;
UserEvent 1 "GetMessagelnfo™# "Index"=16;
UserEvent 1 "GetMessagelnfo™# “Index"=17;
UserEvent 1 "GetMessagelnfo™s “Index™=18;
UserEvent 1 "GetMessagelnfo™# "Index™=19;
StopScript 1;

ServerLog:errCode = 0,errString = connection has been gracefully dosed for Clientld =2

oaL
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[ S T W s W I W P L L] W R T R

. LLiuT

GEMARIP Server Disconnecting... True

R

= RESTART: C:%“Program Files\GL Communications Inc\MAPS-GSHMATP\MAPSCLI%\PythonClie
nthexamplesi\BSCA\GSMA PlaceCall.py
GSMATIF Server Connection... True

GEMAIFP Testkhed Starting

GSMATIF Profile Loading...

... Irue
True

Check M3TUA Health Status... True

GSMAIP Call Initiated...

True

Call Status... Connected

Send File started
RTP File Sent
GSMAIFP Call Terminating.

.. True

Total Signalling Messages 20

10:27:35.716 -
10:27:35.744 <=
10:27:35.746 -
10:27:35.748 -
10:27:35.767 -
10:27:35.769 -
10:27:35.772 —=
10:27:35.7592 <-
10:27:35.7593 <=
10:27:35.7%6 -
10:27:35.820 <=
10:27:36.83¢6 -
10:27:36.842 -
10:28:18.265 -
10:28:18.284 <-
10:28:18.289 —
10:28:18.306 <-
10:28:18.310 -
10:28:18.327 <-
10:28:18.331 -

GEMAIP Script Stopping...

CH SERVICE REQUESﬂ

CC conmection confirm
AUTHENTICATICHN REQUEST
AUTHENTICATICHN RESPCHSE
CIPHER MODE COMMAND
CIFHER MODE CCMPLETE
SETUFP

CALL PRCCEEDING
ASSIGNMENT REQUEST
ASSIGHNMENT CCOMPLETE
ALERTTING

CCHNECT

CCHNECT ACENCWLEDGE
DISCOMNECT

RELEASE

RELEASE CCHMPLETE
CLERER CCMMAND

CLEARR COMPFLETE

RL5D released

RLC RELEASE COMPLETE
True

GSMAIFP Server Disconnecting... True

Brk

O *
~
]
Ln: 37 Col: 35
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Packet Data Analyzer over TDM

« Monitors live TDM networks including capture, analysis, and reporting of every call-in detail. Supported
protocols include CAS, ISDN, ISUP, CAMEL, MAP, INAP, and GSM

Backhaul Network Backhaul Network

T1E1T3E3 SONET SDH
Ethernet

T1E1T3 E3 SONET SDH
Ethernet

High Density Packet Capture
(Protocol Analyzer)

@%u.@

I F AX Vidoo call Qu‘uty

GLl’s Packet Capture Module
PacketScan, LightSpeed1000, T1 E1 T3 E3 Analyzer Pods

GLl’s Packet Analysis Module
H.323, LTE, IMS, SIP, MGCP, MEGACO, UMTS, GPRS, GSM A, BICC, CAP, MAP, SIGTRAN

oGL
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Main Features

CDR, Call Flow,
Statistics, and Report
Generation

Isolates call specific information for each individual call from the captured data and
displays the information in an organized fashion

A host of call and message counters gives the user an instantaneous snapshot of the
traffic on the network

Pictorial representation of the statistics including ladder diagrams for the calls of various
protocols

Ability to export and analyze call detail records of completed calls in CSV file format.

These reports can be further fed to DB and accessed using GL's NetSurveyorWeb™
Lite for analysis

Isolates calls, a graphical call flow diagram can be created from a call trace

Filters on CDR information feature is used to search required calls by using “key” as
CDR parameters

Event counters on CDR information provides over all count of completed events such as
total calls, active calls, completed calls, purged calls, failed calls, calls per second,
remaining calls and more

Flexible options are provided to interchange/hide the columns as required

Traffic Recording

Supports capturing of voice, digits, tones and FAX etc. to *.PCM file format

Triggers and Actions

Filter captures based on protocol parameters such as OPC, DPC or CIC in case of ISUP
followed by a set of actions such as save call, send mail, trigger alarm notification etc.
for the completed calls

Exporting Calls

Supports saving the selected calls from traffic analyzer into *.HDL, *.PCAP, or
*PCAPNG formats

—
r Y
N~
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Gaks CIC Mapping
File

Data Link Group

—Device Selection

Eask |1 -

Wiesk IE

Point Codes

OPC |1

It

1

DRC| 2

12

12

— Circuit Group Configurakion

I Quantit';.-'l 31 ZIC Skark | 1

Timeslok Start |1 -

Skip
{ 7 1516 | CIC Mumbering

P DPC i_IC Skark CIC Quankity Eask Wesk Timeslok Skark
1.1.1 2.2.2 1 a1 1 2 1
1.1.1 2,22 32 31 3 4 1
1.1.1 222 63 31 5 & 1
1.1.1 2,22 a4 31 7 8 1

Delete

Delete all

Close |
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Traffic Recording Configurations

Traffic Recording Confiquration

File
Traffic Recording

v Recording (Mon Segmented)

Directary

Record Duration

iZ:\Program Files\GL Communications InciE . . . |

0 SEC

| Include Absclute Path in COR

v Segmented Recording

Directory

Mo, of Segments

iZ:\Program Files\GL Communications InciE . . . |

3 Seqment Length | g SEL

Max Simulkaneous Recordings | 200

Creake Subfolder Every | 1 min

Activate Zlose

ot
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Active Call Graph

o4 Packet Data Analyzer - Surmmary Wiew

File Miew Call Surnrmary GUI Configurations  Help

o mW || » w2 =% % MW [csma ~|[show anl calls

Call Suromary | Alert Summary I

Call # I CallType I IMSI I Caller I Callee I PresentationIndicator I D ation I Resulk
Location Update I T
z MO SIS 404 060000000002 0453429034 9341141851 00:00: 10,751 Success
3 MO Speech Call 404060000000002 93411415851 o0:00:42, 025 SuCcess
4 MT Speech Call 404060000000002 GEETEA04Z1 9341141851 0 00:00: 25, 705 Sucress
5 MT SM5 404060000000002 SEE7E40421 00:00:09, 390 Success
£
Active Calls Counter Type Counters
] Total Calls 5
1.0+ Active Calls 1]
Completed Callz 5
Purged Callz[cleared] 0
0.8 - Failzd Callz 1]
Callz Per Second 1
- Remaining Callz 5
306+
5 Total Frames 103
= Last Frame Proceszed 103
0.4 - Total Processed Frames 103
Framez Purged Before Processing 0
1 [ueue ToDecode:Decoded 0
0.2 1
oo LA DL IR DAL ILELELEL I LA IR B ILLELELE IR B L B I
-+ o ey o -+ -+ o ey o -+ -+ o o -+ -+
e, MR, MR, TR, R, e, e, R, TR, e, e, e, e, TR,
RN GRR GRE ORE R GR CRR GN G G N GRE GRR GR
Ca e iy Ny e e e e Ty T i T L Ty
Time
Active Calls Graph }{: Call Graph >\ Call Surnrnary J,z"r Overddl £ GSMA
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Summary View

4 Packet Data &nalyzer - Surmmary Wiew - O x

File  Yiew Call Surmmmary  GUI Configurations  Help

E O MW S| > w5 x| F ¥ W [esma ~|[Show Al Calls -]

Call Summary | Alert Summar I

Call # | CallType | IMSI | Caller | Calles | PresentationIndicatar | Cour akion | Result |
|1 | Location Update T T
2 [ SMS 404060000000002 9453429034 9341141851 o:00:10,751 SuUCCess
3 M Speech Call 404060000000002 0341141851 0o:00: 42,025 Success
4 MT Speech Call 404060000000002 Gao7e40421 9341141851 0 0o:00: 25,705 SUCCEss
5 MT 5M3 404060000000002 GEeTe404:21 o000, 390 SuUCCess
< >

Colurn Width  f————

- .
TimeStamp Frame Mumber 111 i
=====z==z===== MTPZ Layer ============ = A
_ map D oo e
oC . i EBIE = 1l....... 1)
cohnection confirm =
00.00.671 1 1:23 o s (0100001 i=3)
FIE = 1l....... 1)
Authertication Request LI = ..110100 MSU F
00.00.674 2 123 * & ============ MTP3 Layer ============ = ?
Authentication Rezponze Service Indicator = ....0011 2CCP
00.01.343 3 123 & Priority Code - lon.... prieri
CIPHER MODE COMMAMD Sub-service field = 1l0...... Nation
00.02.012 4 1:23 v DFC = 2.2.2{00010010
apc = 1.1.1{01......
0002 664 5 1:23 CIFHER MODE COMPLETE Sigmalling Link Code = oo01l.... (1)
============ Z(CP Layer ============ =
] Identity Request Message Type = 00000001 CR com
OCEe 5 I * Mandatory Fixed Parameters =
|dentity Rezpanze Source Local Deference Parsmeter =
00.03.387 7 1:23 ! 2 Source Local Reference = 262144 [hex 040
TSI Reallocation Camrnand Protocol Class Parameter =
00.04.552 8 1:23 o Class = ....00l0 (2
THEG] Beallneation Commmlehs W Message Handling (Class 0 and 1 only) = 0000, ... Mo Spe W
£ > £ >

\ Active Callz Graph }\ Call Elaph,{ Call Summary ;




Call Summary - Signaling Parameters

4 Packet Data Analyzer - Summany Yiew - O *

File  Miew Call Summary  GUI Configurations  Help

(E O MW D » w8 =& F W esma ~|[Show Al calls ~]

Call Summary | Alert Surnmary I

| Call % | CallType | IMSI | Caller | Calles | PresentationIndicatar | Duration | Resulk |
Lacation Lipdate A & | om:omorss
Z MiC SMS 0406000000000z 9453429054 9341141851 0o;00: 10,751 Success
3 M Speech Call 0406000000000z 9341141851 0o;00:42,025 SuCcess
4 MT Speech Cal 404060000000002 SEe7e40421 9341141851 0 Qoe00: 25,705 Success
5 MT SM35 404060000000002 goere40421 00:00:09,390 Success
£ >
Signalling Parameters I Walue i
Caller M
Calles ]
Calld 1
Call Statuz Terminated
Call Initiated Time 2013-10-22 19:10:30. 291
Call Establizhed Time 20131022 19:10:36.293
Call Stop Time 2013-10-22 19:.10:38.286
Call Duration 00:00:01.932

Call Terminataor
Call Failure Reazon

Tatal Signaling Frames 15

Active Call: Graph )\ Call Graph )\ Call Summaul;/
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Save Call to File

Allows the users to save the filtered files either in *.HDL, *.PCAP, or *. PCAPNG format

~ Achon

[v] Save Cal

[[] Audio Recordng
[J Uset Defined

[[] Send e-maid

(] Alert Summaty
[] Call Detsd Record
[C] Extract Fax Image

Save Call To Fie Opbons Save Opbons
G

Fie Name Mask : HOL Fle

[%0_207_%M_%D_%n-%mn%s " PCAPFie
" PCAPNG

Files Destination Drectory

|C:\Ptongks\GLConnuicaﬁc|[;]| aats ~|0

=

~ Create File Opbions - If Fie Exsts
¢ Overwnte  Skip Operation  Append Sequence Number
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Audio Recording

* Allows to save the filtered files as the voice files in *.wav format

— Buchion
—Audio Recarding Options
Save Call
#udio Recording Audio File Mame Maszk
Uzer Defined 2 EBY EM_ED Eh-Em-Esowaw
2&nd e-mail Audia Files Destination Directany
Alert Surnmarny
Call D etail Becord “GL Communications [hch |
Extract Fax Image | —Audio Mixing Options
) Ml:-: " Stereo  To Separate Wave File

— Create File Options -- If File Exists
* Ovenwnte Skip Dperation Append Sequence Mumber

oGL
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Send e-mail

« With this option, the Packet Data Analyzer sends an e-mail containing useful information about each

filtered call
— Achion
—Audio Recarding Options
v Save Call -
] Audio Recording Audio File Mame Mazk
v Uzer Defined 2 EY EM ED Eh-Em-Esowaw
¥] Send e-mal Audiao Filez Destination Directany
v Alert Summary —
¥l Call Detail Becard “GL Comrunications [nch |
v| Extract Fax Image | —Audio Mixing Options
0 |"-"|I:-E " Stereo © To Separate “Wave File

— Create File Optionz - IF File Exists
% Owenwrite Skip Operation Append Sequence Mumber

oGL
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Alert Summary

« This option allows the user to set the alarm type and alarm message for the selected triggering type

Achion
SENTE Ll _ Blarm Twpe ' arning -
[ Audio Recording _
] User Defined Alarm Message | Trnggers at the speciied value
[ 1 5end e-mail

Alert Surnmmary
[ ] Call Detail Record
[ ] Extract Fax Image

oGL
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Alert Summary

Foa Packet Data Analyzer - Summary View

File View Help

=
¢
Call Surrnary .-’-‘«IertSummaryl .
| Callg | Protocal | Message | Tupe | T hreshold | Yalue Caller | Callee | Callld
2 GSMa  Calles Mumnber Critical 3341141851 3341141851 34533429034 2341141851 2
3 GSMA  Callee Mumber Crtical 3341141851 3341141851 2341141851 3
4 GSka  Calles Mumnber Critical 93471141851 9341141851 2867640421 3341141851 4

oGL
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Call Detail Record (CDR)

* With this option, the Packet Data Analyzer can output call detail records (CDR) in the form of three Comma Separated

Value (CSV) files such as Call Side Record, Call Master Record, and Call Events

Action
7 5ave Cal ¥ Call Side Record Probe Name | TDMProbe
v| Audio Recarding v Call bazter Becord
= .
User DEF'”'_E':I v Call Events Record
v| Send e-mail
w| Alert Summary CSY Filez Destination Directony
¥| Lall Detal Hecord |C:\Program Files\GL Communications | . |
| Extract Fax Image

Folder Prefis | TOMCaptures Create Subfolder Ewvery |'| | hr

Create File Options -- 1 File Exists

¢ Ovenwrte © Skip Operation ¢ Append Sequence Mumber

e
i Y
Nl
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Load or Save Gonfigurations

Triggers and Action Settings - Untitled x
File
MNew Configuration Filter Selection A Open
Load Configuration
- GSMA ~ -
: » This PC » Docurments Zearch Docurments
Sawve as Configuration & Lalling Party T P
- Called Party
Delete Configuration -3 Al Calls Organize - Mew folder o |j 9
e IS
Exit -3 Call Duration[mirnz] S - =
_® Voice Calls I This P Marme Date rmodified Twpe
- 5M5 Calls o . :
@ Location Update _J 30 Objects Custom Office Ternplates 17-05-201912:47 File folder
=@ Qther Cale - B Desktop IPhsg 03-06-2019 10:23 File folder
Enter Trigger Mame Enter Walue .
" Znaglt Catalo 17-05-201912:17 File falder
I I Conditions Docurments q q
C And O Or
add Delete I Activatel De.f-‘«ctivatel “ Downloads
—Action J’ kAusic
—Save Call To File Optiohs — Save Options .
G £ HDL Fie [&=] Pictures
1 sudio Recording File Mame Mazk _
[ User Defined | € PCAP File B videos
[ 5end e-mail e . .
PLAPHG e Local Disk (C
1 alert Summary Filez Destination Directary - I: :I
] Call Detail Record Lirik: T_l,l|:ue| Local Disk (D)
[ Extract Fax Image I —I =
™ Call Summary - Local Disk (B2}
— Create File Options - If File Exists w Local Disk (F) £
 Ovenwite 0 Skip Operation € Append Sequence Number
File name: | File1.tgr ~ || || Trigger Files (*.tqr) w
Dpen Cancel

oGL
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Ok I Cancel
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PDA Startup Options

« Allows user to configure start-up tasks which will be started automatically whenever PDA is launched
» Loads the selected Triggers and Actions profile while invoking PDA

PDA Startup Options X

[V Execute Tasks On PDA Startup
—Startup Tasks

IV Enable Triggers And Actions

Triggers And Actions Profile
| C:\Program Files\GL Communications Inc\tScar J

|Se|ect Protocol [GsMA -

|v Enable CSV

CSV Export Profile
| C:\Program Files\GL Communications Inc\tScar _I

oGL

Communications



Thank You

oaL

Communications



	Slide 1
	Slide 2: What is GSM ?
	Slide 3: Advantages of GSM over Analog System
	Slide 4: GSM Specifications
	Slide 5: GSM System Architecture
	Slide 6
	Slide 7: T1 E1 Analyzer Hardware Platforms
	Slide 8: TDM mTOP™ Solutions
	Slide 9: Base Station Subsystem (BSS)
	Slide 10: Network Switching Subsystem (NSS)
	Slide 11: Network Switching Subsystem (NSS)
	Slide 12: GSM Signaling Interfaces
	Slide 13: Interfaces
	Slide 14: Comparing GSM layers with OSI model
	Slide 15: GSM Protocol Layers for Signaling
	Slide 16: Logical Channels
	Slide 17: GSM Services
	Slide 18: GSM Frame Structure
	Slide 19: GSM Operation
	Slide 20: Message Format 
	Slide 21: Message Format 
	Slide 22: Mobile Application Part (MAP) Signaling  for GSM and UMTS Networks
	Slide 23: Mobile Application Part (MAP) Signaling
	Slide 24: Typical Protocol Stack
	Slide 25: GL's GSM Protocol Analysis and Simulation
	Slide 26: GL's GSM Analyzer
	Slide 27: GL's GSM Analyzer
	Slide 28: Supported Platforms
	Slide 29: Key Features
	Slide 30: Protocol Standards
	Slide 31: Real-time Capture
	Slide 32: Filtering Criteria
	Slide 33: Filtering Criteria From Screen Selection
	Slide 34: Search Criteria From Screen Selection
	Slide 35: Define Summary Columns
	Slide 36: Aggregate Group Column
	Slide 37: Call Detail Records
	Slide 38: Applications
	Slide 39: MAPS™ GSM A Emulator  (Testing over T1 E1)
	Slide 40: MAPS™ - GSM A Emulator (XX692)
	Slide 41: Supported Protocol Standards
	Slide 42: GSM A Mobile Originating Call Flow
	Slide 43: GSM A Mobile Terminating Call Flow
	Slide 44: Location Updating Call Flow
	Slide 45: GSM A Call Generation
	Slide 46: GSM A Call Reception
	Slide 47: MAPS™ GSMA Command Line Interface (CLI)
	Slide 48: MAPS™ GSM Abis Emulator (Testing over T1 E1)
	Slide 49: MAPS™ - GSM Abis in the Network
	Slide 50: Supported Protocol Standards
	Slide 51: GSM Abis Mobile Originating Call Flow
	Slide 52: GSM Abis Mobile Terminating Call Flow
	Slide 53: GSM Abis Location Updating Call Flow
	Slide 54: GSM Abis Call Generation
	Slide 55: GSM Abis Call Reception
	Slide 56: MAPS™ - GSMAoIP (GSM A over IP) (PKS137)
	Slide 57: MAPS™ - GSMAoIP
	Slide 58: GSMAoIP Mobile Originating Call Flow
	Slide 59: GSMAoIP Mobile Terminating Call Flow
	Slide 60: GSMAoIP Location Updating Call Flow
	Slide 61: GSMAoIP Supplementary Service Activation Call Flow
	Slide 62: GSMoIP Call Generation
	Slide 63: GSMoIP Call Reception
	Slide 64: MAPS™  GSMA over IP Command Reference Interface (CLI)
	Slide 65: GSM Packet Data Analysis (PDA)
	Slide 66: Packet Data Analyzer over TDM
	Slide 67: Main Features
	Slide 68: Data Link Group
	Slide 69: Traffic Recording Configurations
	Slide 70: GSMA Call Summary
	Slide 71: Active Call Graph
	Slide 72: Summary View
	Slide 73: Call Summary - Signaling Parameters
	Slide 74: Triggers and Action Settings
	Slide 75: Save Call to File
	Slide 76: Audio Recording
	Slide 77: Send e-mail
	Slide 78: Alert Summary
	Slide 79: Alert Summary
	Slide 80: Call Detail Record (CDR)
	Slide 81: Load or Save Configurations
	Slide 82: PDA Startup Options
	Slide 83: Thank You

