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MAPS™ 5G N13 Interface
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Main Features

Emulates Authentication Server Function (AUSF) and Access and Unified Data
Management (UDM) elements

Supports Nudm_UEAuthentication Services Procedure

Services use REST APIs based on HTTP and JSON data format

Supports TLS and TCP Protocols

Supports scripted call generation and automated call reception

Supports customization of call flow and message templates using Script Editor
Ready-to-use scripts for quick testing

Provides Call Statistics and Events Status

Emulates Multiple Subscribers using CSV Profiles

Automation, Remote access, and Schedulers to run tests 24/7



JSON

HTTP/2

Supported Protocols

Protocol Stack Specification

Standard / Specification Used

N13 Interface

N13 Interface (UDM - AUSF)

TS29.509 Release 17

TCP

TLS

JavaScript Object Notation (JSON)

I[ETF RFC 8259

IP

IETF RFC 7231

Ethernet

REST

unications

HTTP /2
IETF RFC 7540/RFC 7541
TLS IETF RFC 8446
TCP IETF RFC 793
IETF RFC 791 [5]
IPv4

IETF RFC 2460 [6]




MAPS™ 5G N13 Interface Procedures

* Nudm_UEAuthentication Service
> Authentication Information Retrieval

» Authentication Confirmation

» Authentication Result Removal



MAPS™ 5G N13 Use Cases

« MAPS™ can emulate any one node (AUSF/UDM) or both AUSF and UDM nodes
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Testbed Setup (UDM)

[¥"" Configurations Emulator Reports Editor DebugTools Windows

Help

- O X

- |8

e sl ¢ H: S LS

HE

Config

B UDM Configuration

H=)

=

L

UDM IP Address
UDM Server Port
URI Scheme
UDM API Versions
L UE Authentication Service
AUSF AP| Versions
—  AUSF UE Authentication API Version
— AUSF SoR Protection API Version
L AUSF UPU Protection Service API Version
UE Simulation Parameters
— Type Of UE Simulation
— End User Configuration
U+l Auto Generated Users Info

.
Value

192.168.1.20
6666
HTTP

vl
vl
vl

vl

Profiles
UE_Profilesxml

¥ Enable

Start Edt |

@ Initialisation Error
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Testbed Setup (AUSF)

hAAPS ALSF (W13 RELEASETS ) - [Testhed Setup -TestBedDefault] — O >
[E" Configurations Erulator  Reports  Editor  Debug Toals  Windows  Help - &8 X
I YR 1 IEX 1 FREEITI:
HE
Config Value ¥ Enable
B AUSFConfiguration
—  AUSFIP Address 192,168.1.20
—  AUSF Server Port BEE5
—  AUSF Client Port BEGE
— URI 5chemne HTTP
H=l UDM Configuration
— UDM IP Address 192,168.1.20
—  UDM Port BE6T
- UDM UE Authentication Service APl Version w1
U=] UE Simulation Parameters
—  Type Of UE Simulation Profiles
—  End User Configuration UE_Profiles.xml
L+ Aute Generated Users Info
Start Edic |

@ Initialisation ¢
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Profile Editor (UDM)

MAPS UDM (M13 RELEASE15 ) - [Profile Editor -UE_Profiles] - O >
[#" Configurations Emulator Reports  Editor  Debug Tools  Windows  Help g X
g =) ] . . 0 ™
VY RINT N IR PR IEENCIL.
H R . 9

[ # | Profiles (EditF2) | ~ |Config Value [w Enable

1 UEProfile0001 B UEProfilebOD1

3 LEProfie0nnz =| Subscriber Info

|_~EI SUPI 001013012041631

3 UEProfile0003 Authentication Parameters

4 UEProfile0004 - Authentication Type 3G_AKA

5 UEProfile000s - Algorithm Type 3G AKA Tuak

- KEY 012345678%abcdef(12345678%abodef

& UBProfile0nos - Operator Variant Parameter Type OPc

7 UEProfile0007 ~ OF 01020304050607028091011121314151601...

8 UEProfile0008 - OPc 01020304050607080910111213141516

i = 50N 000000000073

9  UEProfile000s L AMF 2000

10 UEProfile0010

11 UEProfle00il Add I Insert Delete

4n Irme-BloAanan W ml

Insert Delete Clear

@ Initialisation Errors

| @ Error Events

| @ Captured ¢
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Profile Editor (AUSF)

MAPS AUSF (N13 RELEASETS ) - [Profile Editor -UE_Profiles] O X
[#7 Configurations Emulator Reports Editor Debug Tools Windows Help - 8 X
e —, 5 . . £
IS RN D IERd FPEIEENTIR
HR . 9
# | Profiles (Edit-F2] # | Config Value ¥ Enable
B UEProfileD001
3 LEProfie0nn2 =] Subscriber Info
L supl 001013012041631
3 UEProfile0003 = PLMNID
4 UEProfie000d I: MCC 001
5 UEProfile00ns MNC 0
=] Authentication Parameters
& LUEProfiled0s - Authentication Type 5G_AKA
7 UEProfile0007 - Algorithm Type 5G AKA Tuak
& UEProfile000s - KEY 012343678%bcdef012345678%bodef
i |- Operator Yariant Parameter Type OPc
¥ LEProfie0tis - op 010203040506070309101112131415160...
10 UEProfile0010 - OPc 010203040306070:80910111213141516
11 UEProfile011 — SaN 00000D0O0DOTS
12 UEProfie0012 - AMF
rone L=l Sync Failure
13 UEProfile0013 tzy Simulate Sync Failure False
14 UEProfile0n14 Re synchronization Info
RAND 11111111 1111111111111111111
15 UEProfile0d15
AUTS 2322333333323233323333323333337) Add | Insert | Delete
16 UEProfile001s
rone v Propertiesl
Insert Delete Clear

@ Initialisation Errors

| @ Error Events

| ® Capture A
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Call Generation

MAPS AUSF (N13 RELEASE1S ) - [Call Generation -CallGenDefault]
%;. Configurations Emulator Reports Editor DebugTools Windows Help

FEBRss @R sss|ZL0O

D) | W BT (B4

SrNo | Script Name Profile Call Info

Script Execution

Nudm_UEAU_AUSF_Control.gls | UEProfile0001 | suci-0-001-01-0-0-0-3012041631 Start Authentication St
2 Nudm_UEAU_AUSF_Control.gls Start None Unknown 1 0
3 Nudm_UEAU_AUSF_Control.gls Start None Unknown 1 0
4 Nudm_UEAU_AUSF_Control.gls Start MNone Unknown 1 0
5 Nudm UEAU AUSF Control.als Start None Unknown 1 0 i
< >
1
[ add | oelete | msert | Refresh | start | startal| st [v] stepan [w| abor | aborta|
Save |  ColumnWidth = T Show Latest
AUSF UDM fo
POST http://192.168.1.20:6666/mudn-ueau/vl/suci-0-001-01-0-0
content-type : application/json
accept : application/json,
200 0K 15:19:50.047000 application/problemtjson
POST /nudm-ueausv1 Aimsi-001013012041631 /auth-events {
b 15:19:50.168000 "ausfInstanceld":"33e6043b-2d29-4419-a8£fc-0314b£708936",
"servingNetworkName": "S5C:mnc00l . mec00l. 3gppnetwork. oxrg"
l‘ 201 CREATED 15:19:50.201000 |||y
< > <

; Scripts ) Message Sequence /( Event Config >\ Script Flow /

@ |Initialisation Errors

| @ ErrorEvents | ® Captured Errors | @ Link 4
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Call Reception

MAPS UDM {N13 RELEASE1S ) - [Call Reception] - O X
%4 Configurations Emulator Reports Editor DebugTools Windows Help - &%
y a5, \ M 4 . . . 1] P
FBsv@R|ZEs6s/f L0C
I SrNo ] Script Name ] Profile ] Call Infa ] Script Execution I Status I Events | Results
1 Nudm UEAU Controlals | | suci-0-001-01-0-0-0-3012041631 (B | Authentication Vectars sent None
2 Nudm_UEAU_Control.gls imsi-001013012041631 Completed ] Authentication Vectors sent None I Pass
< >
]
Stop ] Stop Al I Abort I Abort Alll IV ShowRecords [ Select Active Call [~ Auto Trash  Trash I
Save |  ColumnWidth f—— T Show Latest
Find
AUSF LDM o
Status: 1
:method : POST
0 :path : /nudm-ueauw/vl/suci-0-001-01-0-0-0-
o :scheme : http
|15'23'34'903000 cauthority : 192.168.1.20:6666
content-type : application/json
accept : application/json,
application/problemtjson
content-length : 113
{
"ausfInstanceId":"33e6043b-2d29-4419-a8fc-
"servingNetworkName": "5G:mnc00l . mcc00l. 3gp
}
< > <

;, Scripts ) Message Sequence /< Event Config >\ Script Flow /

@ |Initialisation Errors

| @ ErrorEvents

| @ CapturedEn
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MAPS™ 5G N13 Interface Procedures

Nudm_UEAuthentication Service

Authentication Information Retrieval

E 5GC Network

POST...{supiOrSuci}/security-information/generate-auth-data
{serving network name, resync info}

200 OK {AuthenticationIinfoResult}
403 Forbidden

14



MAPS™ 5G N13 Interface Procedures (Contd.)

Nudm_UEAuthentication Service
Authentication Confirmation

E 5GC Network _

POST...{supi}/auth-events (AuthEvent)

201 Created

15



MAPS™ 5G N13 Interface Procedures (Contd.)

Nudm_UEAuthentication Service

Authentication Result Removal

m 5GC Network “

PUT...{supi}/auth-events/{authEventld} (AuthEvent)

200 OK (AuthEvent)




Thank you

17



