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5G Network Diagram
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MAPS™ 5G N1N2 Interface Network Architecture
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Features

End-to-End 5G Network Emulation

Emulate UE+gNodeB and AMF nodes

Supports Control plane signaling and User plane traffic
Generate and process NGAP/NAS (valid and invalid) messages
Insertion of impairments to create invalid messages

Supports customization of call flow and message templates using Script and
Message Editor

Ready-to-use scripts for quick testing

Supports scripted call generation and automated call reception
Emulate Massive UEs (up to 64,000) with Voice Traffic

Emulate User-plane GTP traffic at high line rates (up to 40 Gbps)

Provides Call Statistics and Events Status



Protocol Stack Specification
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Protocol Stack Specification (Contd.)
Standard / Specification Used

N1N2 Interface (QNB - AMF) TS24.501
NG-AP 3GPP TS 38.413 V0.7.0 (2018-03)

SCTP RFC 4960
Non-Access-Stratum (NAS) 3GPP TS 24.501 V1.0.0 (2018-3)
NR and NG-RAN 3GPP TS 28.300 V2.0.0 (2017-12)

* NG Application Protocol (NGAP): Application Layer Protocol between the gNodeB and the AMF

e SCTP for the control plane (SCTP): This protocol guarantees delivery of signaling messages
between AMF and gNodeB (N1N2). SCTP is defined in RFC 2960
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MAPS™ 5G Call Scenarios

* UE Registration Signaling

>

YV V V V V V

>

Initial UE Message

Downlink NAS Transport
Uplink NAS Transport
Registration Procedure
Authentication Procedure
Security Mode Procedure

PDN Connectivity Request
Initial Context Setup Procedure

* Session Establishment Procedure

>
>
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Session Establishment Request
Session Establishment Accept

Session Release Procedure
> Session Release Request
> Session Release Command
> Session Release Complete
Deregistration procedures
> Deregistration Request
> Deregistration Accept
UE Context Release Procedure
> UE Context Release Command
> UE Context Release Complete
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APS™ 5G NIN2 C

5GC Network

InitialUEMessage, Registration Request

Downlink NASTransport, Authentication Request

UPlinkNASTransport , Authentication Response

DownlinkNASTranspert , Security Mode Command

UPlinkNASTranspert, Security Mode Complete

UPlinkNASTransport, Registration Accept

UPlinkNASTransport Registration Complete

UplinkNASTransport, UL NAS Transport, Session Establishment Request

DownlinkNASTransport, DL NAS Transpert, Session Establishment Accept

InitialContextSetupResponse

UplinkNASTransport, UL NAS Transport, Session Establishment Request

IntialContextSetupRequest, DL NAS Transport, Session Establishment Accept

InitialContextSetupResponse

UplinkNASTransport, UL NAS Transport, Session Release Request

DounlinkNASTransport, UL NAS Transport, Session Release Command

UplinkNASTransport, UL NAS Transport, , Session Release Complete

UplinkNASTransport, UL NAS Transport, , Session Release Request

DownlinkNASTransport, UL NAS Transpart, Session Release Command

UplinkNASTransport, UL NAS Transport, Session Release Complete

UplinkNASTransport, Deregistration Request

DownlinkNASTransport, Deregistration Accept

UE Context Release Command

UE Context Release Complete

Scenario

REGISTRATION
Signaling

NAS
Authentication
and Security

REGISTRATION
Complete

> Start Uplink and
Downlink Data Transfer

.

Deregistration
Signaling

} Signal Release
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Testbed Configuration (

MAPS AMF (N1N2 RELEASETS)

Configurations  Emulator Reports Editor Debug Tools Windows Help

AM)

e

hoas vl

Rl PR EEEACE]

7| Testbed Setup -TestBedDefault

H

]

L

H=] DN
=l

AMF 1
| Traffic Adapter Index
| AMF IP Address
L AMFPort
| AMF GTP IP Address
H=l PLMN Identity
mce
MNC
H=l Metwork Slicing NSSAI
LE) Netwark Slicing MSSAI 1
ssT
sD
I AMF Name
| AMF Region ID
I AMFSetiD
L AMF Pointer
N Configuration
DNN Configuration 1
I DNNName
H=l IPva Range
t Start IP
End IP

=
=

L3 UE

L=l IPv6 Range
t Start IP
End P
DNN Cenfiguration 2
DNN Cenfiguration 3

=) Traffic Parameters

Traffic

GTP Port for Traffic

Traffic Type

PacketLoad Management IP Address
Packetload Traffic Type
Gateway IP Address
Subnet Mask

Gateway IPVG Address
1PV Subnet Mask

Primary DNS IP Address
Primary DNS IPv6 Address
Secondary DNS IP Address
Simulation Parameters

1

7
192.168.1.31
38413
192.168.13.77

001
o1
]

eMBB
o1
glamf

63

default

192.168.91.1
192.168.100.240

e80::1000:1000:1000:1001
e80::1000:1000:1000: 138

Disable

2152

MobileTraffic
192.168.12.60

HTTP Traffic
192.168.1.1
255.255.0.0
fe80::3c50:e6b6:3e19.74b3
ffffi:

2888
2001:4860:4860::8888
2844

Config Value A ||| Enable

H= AMF

v | _ser Edit

@ Initialisation Errors | @ ErorEvents |4
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Profile Gonfiguration (AMF)

m IMAPS AMF (N1M2 RELEASETS )

Igunﬁguratmns Emulator Reports Editor Debug Tools  Windows Help

g5 Khesas sl

EE AL TN

| Profile Editor -AMF_Profiles

HE

[ Remote IP Address

I Maximum Requested Badwidth Uplink

I Maximum Requested Bandwidth Downlink
23 MSIN3012041653 L FiveG QoS Class |dentifier

24 MSINI0LZ041654 H=) Network Initiated Deregistration Parameters

21 MSIN3D12041651

22 MSIN3012041652

DeRegistration Cause
25 MSIND12041655 Re registration Required

26 MSIN3012041656 H=) UE Context
27 MSINZ012041857 L PCSCFIP Address
L PCSCFIPVG Address
* ehEmizne L IMS Voice Over PS Support
29 MSIN3012041659 L DNN
30 MSIN3012041660 H=l QOS Rule

QOS Rule | dentifier
Rule Operation Code
32 MSIN3012041662 v DQR

31 MSIN3012041661

Insert Delete Clear

Profiles (Edit-F2 ~ |Config Value
1 12041631 (=) MSIN3012041631
3 MEINIL041632 E=J Mobile Identity
F Type Of dentity sucl
3 MSINSD12041853 Eomsl 001013012041631
4 MSIN3D12041634 Kl sucl
5 MSINID12041635 SUP| Format IMS!
Protection Scheme |dentifier Null Scheme
& MSINIL04183 Horme Network Public Key Identifier 0
7 MSIN3D12041637 Eoone 350277068325248
5 MSINI01204153 L mEsu 1234567890123001
L msison 3012041631
S MEINa012041633 H=) Authentication Parameters
10 MSIN3012041640 = Authentication Type 5G-AKA
11 MSIN3D12041541 L Authentication Algorithm Type Milenage
E o Key 00112233445566778899aab...
12 MSIN3012041642
L Operator Variant Parameter Type OPc
13 MSIN3012041643 L oop 01020304050607080910111
14 MSIN3012041844 F ope 01020304050607080310111...
E o AMF 5000
15 MSINID12041645
F soN 0DDDDOODOOTS
16 MSINID1204164 H=l Integrity and Encryption Algorithm Selection
17 MSINID12041647 t Integrity Algorithm Type Integrity Algorithm 128 56 ...
1 MSINaD104164 Encrytion Algerithm Type Encrytion Algorithm 5G EAD
[ NASKey SetIdentifier 7
13 MSIN3012041645 L Type OF Security Context Flag Native Security Context
20 MSIN3012041650 H=) Required QO3

192.168.10.68
10000000
30000000

9

Implicitly de-registered
Required

192.168.12.227
FebD:f812:a8e6:8671:852d
Supported

internet

1
Create new QoS rule
The QoS rule is default QoS...

¥ Enable

Add Insert | Delete
v ||| Properties

@ Initialisation Errors

| @ Error Events

| ® CapturedErrors

e/
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Script Editor

& ScriptEditor - [CWProgram Files\GL Cornmunications InchAPS5G-N1MZWWAPSWNTMZWRELEASETT\gNELScripts\SGNGAR_ghB.gls] O X
& File Miew Edit Shorcuts  Tools Help a x
L= o< = < [|&| 7
Command Window M 4 5GNGAP_gNB 4 =
[#- Action 1i //UE Registration Procedure// g
[H- Conditional & Flows Contral 2i /f/Initiates Registration procedure by sending Registration Reguest Message /7 g
[H- Variable 3 g
(5 Maps CLL 4 ParentZcriptId = "*"; = |
[H- Logs | Comment 5: RANState="Iull":
[+ Init 6 AllocUnigqueld "RAN™ RAN UE NGAFPID:; //Signaling Binging Id
[H- Child Script 7 MagHandler:"NGAPMessageHandler™;
[+ DataBase gi RegistrationAttemptCounter = 0O;
- Send Report 2 PTI = 0
- Resume 10; PDU3essionId = O:
- Return 11 NAZCount = 1:
- Include 1z AllocUnicgueId "gNEDataTEID" gMNEDataTEIDInt:
- Exit 13 IntToHex (gNEDataTEIDInt, gMEDataTEID) ;
[H- Utility Functions 14! Set3criptVariable (ParentScriptld, gNEDataTEID=gNEDataTEID, gNEDataTEIDInt=glEDataTE]
[ Traffic Commands 15 //ErrorLog("gNEDataTEID", gNEDacaTEID) ;
16 //gNEDataTEID = § gNEDataTEID++; //For Userplane
17 wait;
18
19
20
21 "NGAPMessageHandler™:
22 GetMeszageType "HNglP"™ NGALPMessageType
23 GetMessageType "HMHN" MMMNessageType !
24 GetMessageType "IMN" SMMessageType
5 GetMessageType "SM1" 3M1MessageType
26
27 if (3M1MessageType '= "")
g] goto SMiMessageType : "Defaulc™;
=] endif
30 if [(SMMessageType !'= ")
31 goto SMMessageType @ "Default™;
32 endif
] if IMMMacssamraTrrma |I= Py
<
Ready Line Count - 60| Line : 6 Cal 1 22 MUk
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Message Editor

'BS Message Editor - SuthenticationRequest
File  Miew Direction Tools Help

= EH 7 X

- MAS
Extended Protocol Dizcriminator
Security Header Type

e

InfarmationE lemerts

E| BG5S FRegistration Type and NAS Key Set Identifier
Fiegistration Type

Follovs-On Request

MaS Key Set [dentifier

Type of Security Context Flag [T5SC)

- 5GS Mabile Identity

Length

Registration Reques i}

Registration Accept = 66

Registration Complete = 67

Registration Reject = 68

Deregistration Request [UE originating] = B9
Deregistration Accept [UE orginating) = 70
Deregistration Request [UE teminated] = 71
Deregistration Accept (UE teminated) = 72
Service Request = 76

Service Reject = 77

Service Accept = 78

Configuration Update Command = 84

e [

= HGALP Layer =

HGALP-PDU
Extensibility Marker
Choice Index
IrocedureCode
Contents
procedureCriticality
Contents
Talue
Length
Extensibility Marker
IrotocolIE-Container
Iteration Count
IrotocolIE-Container
IrotocolIE-ID
Contents

procedureCriticality

Contents
Talue
Length
AMF-UE-HGAP-ID
<
Ready

= CHOICE

a
a

= INTEGER

4 id-DommlinkNASTransport
ENUMERLTOR

0 rejectil)

Open Type

za

o

ZEQUENCE OF

2

Instance 0

INTEGER

10 id-AMF-UE-NGAP-ID
ENUMELRALTOR

0 rejectid)

Open Type

3

INTEGER

MUK
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MAPS™ g¢NB Emulator testing 5G Core Network

DUT
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MAPS™ 5G NIN2 Use Cases

MAPS™ N1N2 configured as AMF to test gNB (DUT)

UE | -~
UE 5&*"7 =

DUT

AMF

N1N2

MAPS™ 5G NGAP/N1N2

MAPS™ N1N2 configured as gNB to test AMF (DUT)
DUT

UE

-

— N1N2

]’z‘s g} g
UE 5% — 7" ¢oNB

s

O GL MAPS™ 5G NGAP/N1N2

Communications
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MAPS™ 5G N1N2 Use Cases (Contd.)

Wrap Around Testing of AMF

15
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MAPS™ 5G N1N2 Interface — Call Generation

MAPS gNB (NTN2 RELEASETS) - [Call Generation -CallGenDefault]

14, Configurations Emulator Reports Editor Debug Tools Windows Help

Q9 F

£ Y

LEN

o &% G e

£

Ul=HR .

N5

SiNo

Scipt Name
SGNGAP_UE s
5ENGAP_UE SessionConirol ols

Profile

Result Total terations

P

Events Profile

Completed |terations

2 Hone Unknown 1
a RRNGAP [IFSessinnCantal ks Gtart | Hone 1 1 rknwn 1
Delete | Insert | Refresh | stert | startal|  Sioo || Stopal [¥] abort | sborta|
Save ColumnWidh ——— F—— [ ShowLatest
Find
NED AMFO
NGAP Layer
NCAD-DPDU CHOICE
Extensibility Marker o
DowninkNAS Transport, Authentication Frequest Chotce Tnaex o
15:22.04.550000
Initiatinglessage sequence
UplnkNAS Transpot, R ProceduraCad mvTECER
= e e 15:22.04.551000 Comramee S 15 id-InitialUEMessage
DonniinkMAS Transpert, Securty Mode Cammand proceduraCrisicalisy ZNIMERATOR
r E 2 15:22.04 632000 Consents reject(0)
UpiinkNAS Transport, Security Made Complete e ‘E:‘:h Open Type
InitialUEMessage SEQUENCE
" InitizlContexts tupFiequest, Regishation Accept PR Svensibilicy Marker 5
[ ProtocollE-Container SEQUENCE OF
InitialCe p Iteration Count =€
L 22 B7=00g DrotocollE-Container Instance 0
UplinkN&S T rarsport, Rregisration Complete ErotecolIE-Field sEouznCE
15:22.04.723000 ProtocelIE-ID INTEEE]
Contents 85 10-RAN-UE-NGAP-ID
UplinkNAS Transport, LIL MAS Transpart, Session Request 1652208 770000 o ibioatisy e
| g PDUSessianfiesouceSetupFiequest, DL NAS Transpart, Sessian somt | Soavenss Z open e
.
Length 3
PDUSession Setuph T E-NGaR-
essionResourceSetupResponse 152204 857000 Bavi e nezzas
ength Determinan
UplinkNASTransport, LIL MAS Transpart, Session Request Contents o001
165:22.04.860000 ProtocolIE-Container Instance 1
FDUS essionResourceSetupRequest, DL NAS Transpott, Session coept ErotocalIE-Field SEQUENCE
4 i a P 18:22.04.951000 ProvoeolI=-ID NTEGER
. Contents 38 id-NAS-EDU
RD0SesskEnResource el etpon:e 15:2204 954000 procedureCriticality NUMERATOR
Ce o j o
UpinkNASTranspot, UL NAS Transporl, Session Floleass Request 152304 563000 et pen et
Lengtn 4
PP\ ssoresourseRisizaseCommand, DL NAS Transpot, Session Pelease Command | oo Was-EDU ccTEr sTRmE
Il NAS-DDU x7E004171000D0100F11000000000032140€1
PDUSessionResourceReleaseResponse Brotocollz-Container Instance 2
15:23:05.054000 ProtocollE-Field SEQUENCE
UplinkMAS Transport, UL MAS Transpart, Session Release Complete Erotoccllz-In NTEGER
15:23:05.054000 Contents = 121 id-UserLocationInformation
procedureCriticality NUMERATOR
UplinkNAST ransport, UL HAS Transpat, Session Release Request 1522305 058000 procedus e
valus Gpen Type
PDUSessionResaurceFieleaseCammand, DL NAS Transport, Session Release Command Lengen b
15:23.06 133000
UserLocationInformation CHOICE
PDUSessionResourceReleaseResponse Choice Index 1
15:23.05135000 userLocationInformationNR = SEQUENCE
VNG T rancnnet 1l NAS Transnart Gacsinn Ralamcs Comnists . Rrmensini1ine Marker -
"\ Sorpts Message Sequence | Evert Config ) Script Flow /
@ Initialisation Errors | @ Eror Events | @ Captured Errors |_® Link Status Up=1Down=0 A
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MAPS™ 5G N1N2 Interface — Call Rece

ption

MAPS AMF (NTN2 RELEASE1S ) - [Call Reception] - O
2 Configurations Emulator Editor Debug Tools Windows  Help _lax
=& f === n
e EE RN R ER A A z‘@)|w‘
[siNo_ [ Script Name [ Pratie [ Calllnfo | Sciipt Execution [ status [ Evenis [ Events Frofle | Result [
1 WGAPManagementHandier gl FiName: gnb000000001, G, . Completed NG Setup Sucoesshul Nane Fass
M| 0416; Completed None [ ] P
)
Stop | stopal [ abort | AbortAl [ [ ShowRecards [ SelectActve Call [ AutaTrash Trash | [ Shaw Hidden Calls
Save ColummWidh  ———— — | GhawLatest
Find
aHE D .
NGAP Layer =
NGAP-PDU CHCICE
Extensibility Markex o
DownlinkNASTransport Authentication Request ) Choice Index o
2208515000 InitiatingMessage SEQUENCE
Upli-kNAS Transpor, Authentication Responss FroceduraCode NTEGER
18:22,04.591000 Contents 15 id-TnizialUSMes
DomnlirkNASTransport, Secuity Mods Command procedursCrisicalizy ENUMERATOR
D 2 15:22,04 532000 Consents 0 rejecti)
. Value Gpen Type
UplinkNAS Transport, Secuiy Mods Complete B p— ol s
| Ic 5 Fi R e InitialUEMessage SEQUENCE
nitislContextS etupFiequest, Registration Accept FATIEERD Swtensibilicy Mazker o
ProtocollE-Container SEQUENCE OF
InitalContextS stupFiesponss Iteraticn Count €
15:22:04.772000 ProtocolIE-Container Instance 0
UplinkMASTransport, Registiation Complete ProtocollE-Field SEQUENCE
18:22:04 772000 ProtocelIZ-ID INTEGER
UplinkHAST L, UL NAS T L, 5 E stablishment Request Contents 85 id-RAN-UZ-NGAP-
Gl a2 T e 15:22.04 803000 procedureCrivicality ENUMERATOR
PDUS essionRlesourceSelupFlequest, DL MAS Transport, $ession Establishment Acoept 152204 912000 Coavents - gp;fi:;: o
. Length E
PDUSessionResourceS stupResponss 152204911000 e p—
Length Determinant z
UplinkHASTransport, UL NAS Transpor, Session Establishment Raquest Contents = 10001
15:22:04.512000 ProtocolIE-Container Instance 1
PDUSessionResourceSelupRequest, DL NAS Transpar, Session E stablishment Accept Provocollz-rield SEQUENCE
15:22:04.315000 ProtocollE-ID INTEGER
Contents = 38 id-NAS-DPDU
PDUSessionR Setuph
ESIIRESOUICE B ERESONEC 15:22.04. 533000 procedureCriticality INUMERATOR
C o 1]
UplnkNAS Transport, LIL NAS Transpart, Session Fielease Request 152305013000 ponvents op;f;:;: e
Length 4a
PDUSessinfescurcefielesseCommand, DL HAS Transpor, Session Release Command | oo oo oo yas-pou oCTET sTRING
NAS-PDU x7E004171000D0100F
PDUSessionResourceReleassResponse ProtocolTE-Consainer Instance 2
16:23:05 092000 ProtocollE-Field SEQUENCE
UplinkNAS Transpart, UL NAS Transport, Session Ficlease Complete Protecall-ID INTEGER.
152305093000 Contents 121 id-UsesLocatio:
procedureCriticality ENUMERATOR
UplinkNAS Transpart, UL NAS Transport, Session Fielease Request 1527308 095000 procedus P
FDLSession FieleaseCommand, DL NAS Transpor, Session Release Command Terue Cpen Tupe
essionRiesourceReleaseCommand, ranspor, Session Release Conmand__ | Lengen b
UserLocationInformation CHOICE
PDUSessionResourceReleaseResponse Choice Tndex 1
l:22:0=klz2000 userLocationInformationNR
UplinkNAS Transport, UL NAS Transport, Session elease Complete e 1700 Extensibility Mazker =0
"\, Sorits ummpsmm/{ Event Cortig )\ Script Flow /
@ |Initialisation Errors | @ ErrorEvents | @ Captured Errors | ® Link Status Up=1Down=0 | 4
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« Different types of Load patterns to distribute load

« User can load multiple patterns for selected script
« User configurable Test Duration, CPS, Maximum and Minimum Call Rate etc.

Load Generation

«  Stability/Stress and Performance testing using Load Generation

Fixed Ramp Uniform
100 Jr— T /| Max Call Rate 4
g W
§ 0 % ........
35 S
o Call Rate =
Time (sec) Ramp Duration Time (sec) Min Call Rate Max Call Rate
Hormsal Sawtooth .  Max Call Rate
s A0
=
2 . M Call Rate g®
= g ’“ ! Step
et Cal
- / W
- /// I
A0 Call Rate: e e > >
Min Call Rate Ramp Duration Time {sec) Time Step Time (sec)
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MAPS gMB (N1M2 RELEASE1S) - [Load Generation - LoadGendefault] - (] x
# Configurations Emulator Reports Editor DebugTools Windows Help - & %
0¥ 2. = i E flrw ra oru
QEEs 3 PR YE 56s 9o
HR @
Total Calls To Generate | = (®indicates no limit)
Max Active Calls W I™ Unique Distributions Per Script
I™ Multi Distributions
Statistical Distribution |Fixed hd
CallRate |25
Seripts Profle  [¥ Exdusive Profiles
Scripts Profile A
5GNGAP_UESessionControl MSIN3012041631
MSIN3012041632
MSIN3012041633
MSIN3012041634
MSIN3012041635
MSIN3012041636
MSIN3012041637 4
< >
Add Delete Add Delete
[ Stop Time [ start Tme - 00:00:00.000
Days [0 Hours |0 Minutes |0 |Er|\:IT|mE 00-00:00.000 .
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Thank you
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