Wirespeed Ethernet Packet Capture & Playback
(1 Gbps, 2.9 Gbps, or 10 Gbps)

O GL Communications Inc.

818 West Diamond Avenue - Third Floor, Gaithersburg, MD 20878
Phone: (301) 670-4784 Fax: (301) 670-9187 Email: info@qgl.com
Website: https://www.gl.com
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PacketExpert™ 10GX - Portable Unit (PXN100, PXN101)

PacketExpert 1-10G.

10/100/1000 MQ;» |__PORT 1—10 Gst —_

RJ45/SFP RJ45/SFP SFP+ SFP+

Physical Specifications

* Length: 8.45in (214.63 mm)
* Width: 5.55in (140.97 mm)
* Height: 1.60 in (40.64 mm)

* Weight: 1.713 Ibs

External Power Supply

+ +12 Volts (Medical Grade), 3 Amps (For portable units having serial number = 188400)

+ +9 Volts, 2 Amps (For portable units having serial number = 188400)

BUS Interface

« USB 3.0

» Optional 4-Port SMA Jack Trigger Board(TTL Input/Output)

Protocols

» |EEE 802.3ae LAN PHY compliance

* RFC 2544 compliance




MTOP™ Rack Units

_Device2 o Device3

High Density 1U Rack option Stacked High Density 1U Rack option

Physical Specifications * Length: 16 in (406.4)
« Width: 19 in (482.6)
* Height: 1U / 2U

External Power Supply * ATX Power Supply

BUS Interface * 1U mTOP™ (MTO001 + 3x PXN100)
»  Rackmount Enclosure can support up to 3 PXN100s
+ 2U Rack Mount (with 6x PXN100)
»  Rackmount Enclosure can support up to 6 PXN100s
» Optional 4 to 12 Port SMA Jack Trigger Board (TTL Input/Output)

SBC Specifications  Intel Core i3 or optional i7 NUC Equivalent,
* Windows® 11 64-bit Pro Operating System
+ USB 3.0 and USB 2.0 Ports

* USB Type C Ports, Ethernet 2.5GIgE port
» 256 GB Hard drive, 8G Memory (Min)

O GL « Two HDMI ports

Communications




mTOP™ Probe with 10GX Hardware Unit + SBC

PacketExpert 1-10G |
s 000000000000000000000

PORT3 | PORT4
e 0/100/1000 MBS e ,..,A_E_O,&U:IQJM. R

mTOP™ Probe

Physical Specifications * Length: 10.4 in. (264.16 mm)

* Width: 8.4 in. (213.36 mm)

* Height: 3.0 in. (76.2 mm)

» Optional 4-Port SMA Jack Trigger Board (TTL Input/Output)
» External USB based Wi-Fi adaptor

External Power Supply + +12 Volts (Medical Grade), 3 Amps

SBC Specifications  Intel Core i3 or optional i7 NUC Equivalent,
* Windows® 11 64-bit Pro Operating System
+ USB 3.0 and USB 2.0 Ports

* USB Type C Ports, Ethernet 2.5GIgE port
» 256 GB Hard drive, 8G Memory (Min)

* Two HDMI ports
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Electrical to Optical Converter

ELECTRICAL
/ \ %
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To Electrical 1G ports on PacketExpert™
for Monitoring
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Optical Connectors and SFP Transceivers

850nm/1310nm/1550nm SFP
LC Connectors Module

By

S

* PacketExpert™ 10GX supports LC connectors and 850nm/1310nm/1550nm SFP (Small Factor Pluggable) modules

Note: In case customer have different type of connectors, then we need converters like LC-to-SC, LC-to-FC and vice-versa.
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PacketExpert™ 10GX Hardware Unit

Working Principle
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Record Only Application

@ GL PacketbxpertT0GX - Record Only

File View System Windows Help

l:' % |:||:| EE ? x Application: |F‘.ecord Only
= Record Only (Pass Throw| |E=0G i iEly
= Port 1
@ Interface Capture Ports Capture File Mame
Filter Config 1 | SampleCaptureDevice 1 [Z]
Filter Setup 2 ]
Part Statistics File Type [PCAP
G- Port2 [#]Enable split Recording!
- Interface ;
. File Mames
Filter Config _
Filter Setup (%) 5eq File Name
Port Statistics () DateTime Formatted Mames
------ Record Configuration
...... Record Statistics Split Limnit
O size 1 | |HOURS
@ Time Warning: If the Size or PacketLimit is reached within
1 minute,and the split file name format is DateTime,
() Packet then the split file will be overwriten until 1 minute
elapses
Capture Size
@ Size MBytes C} Frames (:} Max Capacity {:} Continuous
Stop Capture on Buffer Overrun
Status
|_
Progress [
On board Buffer Status
[z[ 1 | [El 0 GB Full

0 3 GB
( Start |

Ready
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Playback Only Application

| & GL Packetbxpert10GX - Playback Only

Eile Wew System Windows Help

I:' % |:||:| HH 74 x E.ﬁ.pphmﬁnn: Flayback Only

= Playback Onby
= Port1
@ Interface
Port Statistics
Port 2
@ Interface
Port Statistics
Flaybadk From File Configurati
Flayback from file Statistics

]
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Playbadk From File Configuration

Flayback Ports

Playback File Mame

1
2
As per File

| C:\Program Files\GL Communications Inc‘lPadcetExpertlUt[ _— ]

Playback Size
200000 | (®)Frames (JEOF (_)RepeatFile

Status

I_

File Size on disk: -

File Size on Onboard Buffer: -
Frame count: -

Port List: -

Progress [N

On board Buffer Status

0 GB Full

10



Working Principle
The tap, filter, and aggregation modes of PacketExpert™ 10G Record Playback are detailed below:

» Tap: Traffic is forwarded between the 10G/1G pass-through ports (Port 1 and Port 2) without any
modification or delay

» Filter: wire-speed filtering of L2/L3/L4 packets, with each port featuring up to 16 simultaneous
filters each of 120 bytes in length. Filter can be set to any offset within the packet, which gives
flexibility to filter any header field as well as the payload

« Aggregation: Alternatively, the filtered traffic from both 10G/1G Port 1 and Port 2 can be
aggregated to present them as a single stream. This aggregated stream is saved to the onboard 8
GB memory card (SD) in any of the following file formats (DAT, HDL, PCAP, NGPCAP). Then the
data is transferred to the PC at USB 3.0 (up to 1 Gbps) rate, which can be later used for offline

analysis
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Record/Playback Application

* Record Only mode
»  capture packets to files simultaneously on 2 ports and on either port
» onboard 8 GB memory is available for wirespeed capture

« Playback Only mode
» playback on up to 2 ports simultaneously

» onboard 8 GB memory is available for transmission

—
oGaL
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Features

Record Packets to File

2 GL

Communications

Comprehensive receive testing capabilities
Records the received packets into a file up to hard drive capacity (limited by disk write speed)

Packets can be captured continuously (till user manually stops the capture or up to hard drive capacity)

or limited by a specified size in MB, specified packet count, or specified time duration
Supported output file formats are *.pcap, *.hdl, *.dat, and *.pcapng/*.ntar

Result count includes the total number of packets received by the port as well as the host, dropped

packet, number of bytes written to the file, disk write buffer utilization, and disk write bytes/sec
Provides Port level statistics like total frames/bytes received, Rx Frame rate, Rx Data rate etc.
Test non-intrusively with electrical and optical ports

DDR3 memory size of 8GB

Record is based on time-stamp
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Features (Contd.)

Playback from File

oaL
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Playback packets from the captured or pre-recorded files

Playback can be done on both the ports simultaneously

Each port can transmit a file separately and independently. ‘As per File’ option allows the users to
playback the traffic exactly the same way as it was captured

Captured traffic on one port can be transmitted on the same or any other port — will be redirected to the
correct port at run time

Packets can be transmitted either continuously, limited by number of packets, or till the end-of-file (EOF)
Packets transmission is from USB 3.0 to DDR3 and playback is based on time-stamp depending on the
captured rate

Supported file formats are DAT (.dat - GL proprietary), HDL (.hdl - GL Proprietary and can be used for
offline analysis by GL's PacketScan™), PCAP (.pcap - used by Wireshark®) and NGPCAP
(.pcapng/.ntar — next generation Wireshark®) formats

Displays some useful statistics that help user to check the progress of the playback

14



Limitations

« The overall transmit rate is limited to the USB 3.0 transfer rate (rate of data transfer
from host to hardware via the USB 3.0 interface)

« Transmit rate can go up to 1 Gbps depending on the host PC configuration

—
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Configuration - Record Only Mode

Receive ports: supports ports 1 & 2 for capturing in
record only mode

Output File: Record file name (HDL, PCAP, DAT,
PCAPNG format)

Output File Limit: Limit after which Rx will stop. Size
in MB or Number of packets, or Continuous capture

Status: Status message
Progress: Test progress
Buffer status: DDR3 memory status (max 8GB)

9y GL Packetbxpert10GX - Record Unly

File View System Windows Help

|:| = EH ? X él‘-\pplimt’on: Record Only M

=]
=]

Record Only (Pass Throuw |[pE=GRelikNELRD)

Port 1

@ Interface
Filter Config
Filter Setup
Port Statistics

Port 2

@ Interface
Filter Config
Filter Setup
Port Statistics

Record Configuration
Record Statistics

Capture Ports

1
2

Capture File Name

SampleCaptureDevice 1 B
File Type |PCAP M
Enable Spit Recording
File Names
(%) Seq File Name
() DateTime Formatted Names

Split Limit
) size 1 HOURS [v|
@ Time Warning: If the Size or Packetlimit is reached within
1 minute,and the split file name format is DateTime,
) Packet then the split file will be overwriten untl 1 minute
elapses
Capture Size
500 @ Size MBytes O Frames O Max Capacity O Continuous

Stop Capture on Buffer Cverrun
Status

F
Progress [

On board Buffer Status

0 GB Full
0 8GB
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Wirespeed Packet Filters and Triggers

Filter Config

Port Selection |Port 1 [v]
[“]Enable
4 Fiter Name Onor
Filter1 Filter Selection Filters
Filter2 = @ Layers [F]Enable RAW Mode
Elﬁi = @& mac RAW Mode
Eiters # @ VLAN Layer Offset 0
Filter§ + @ MPLS Layer
Filter7 +«@&r
Filter8 = & uop o7 00 00

>

E | 35 G i
H 11 Filter11 o

Network 16 Filters each of i ez ¥ ranrese 22 mo
v 4 14 Filter14 48-55 00 00
o 120 bytes length 15 Fiurss 25 o
= - <
0

W W e

3

88888888888
888888388888
8888888888¢R
8888888888¢8
888888388888
88888888888

3

888888888817
8888883888817
88888888887
888888888817
888888888817
88888888881
88888888888

16 Fiter1s 6471 00 0

80-87 00 Of

oocooooooog
s5ececcsoaesa

@

Filter packets and record only packets of interest

Capture simultaneously on 2 ports with 120 bytes deep filter per port (for record application) and set filter on
any one of the ports or all ports

Packet filtering can be based on all Layer 2 (Ethernet), Layer 3 (IP) Layer 4 (UDP/TCP) Headers
Up to 16 filters can be defined per port. Each filter is up to 120 bytes wide

Filter can be set to each bit in the packet (Raw mode) or each field (Packet Mode)

Generates a trigger (1 Microsecond pulse) for each packet that passes the filter

Filter on various header fields like Source/Destination MAC Address, VLAN Id, MPLS Label,
Source/Destination Ipv4 Address, Source/Destination UDP ports

17



Capture Traffic of Interest

~

Stream 1 0 1 Gbps

Stream 2 () 6 Gbps

Stream 3 '| 800 Mbps

1 Gbps
Stream 16 7 Gbps Stream 1

—

UsB 3.0 -

Total Traffic
DAT, HDL,
PCAP, PCAPNG
The network traffic containing n streams of varying data rate is filtered at the PacketExpert™ hardware as per the filter
settings. The overall transmit rate is limited to the USB 3.0 transfer rate.
Transmit rate can go up to 1 Gbps depending on the host PC configuration.

oGL
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Wirespeed Filter - Record Only Mode

Raw Mode Filter Option

Each bit can be set to filtered’ or ‘don’t care’
condition via filter mask

Filter can be set to any offset within the packet,
which gives flexibility to filter particular fields within
protocol headers. EQ: Source/Destination MAC
Address, Source/Destination IP Address etc.

Capture simultaneously on 2 optical or electrical
GIgE ports and on either port user can set filter up
to 120 bytes in length

Record statistics display includes Capture
Duration, Total Rx Frames, Frames not matched to
filter, Frames matched to filter, Overflowed
Frames, Overflowed Count, Transferred Frames,
Disk Write Rate (bytes/sec), Disk Write Buffer
Utilization (%), and Capture File Size

oGL

Communications

Part Selection |Port 1 ™

[“]Enable

#  Filter Name

1 Filterl
2 Filter2
3 Filter3
4  Filter4
5 Filters
6 Filters
7  Filter7
8  Filterd
9 Filtera
10 Filter10
11 Filter11
12 Filter12
13 Filter13
14 Filter14
15 Filter1s
16 Filter1s

[ Add nglete ] ’ Clear ]

CnoT
Filter Selection Filters [
- @ Layers [¥] Enable RAW Mode [l
= @ MaC RAW Mode
+ @ YLAN Layer Offset | 0
+ @ MPLS Layer
@ Bytes  |value Mask
+ @ uop 07 00 00 00 00 O1 01 00 00 FF FF FF FF FF FF 00 00 | [=
o & Tcp 8-15 00 00 00 00 OO 00 00 00 00 00 00 00 00 00 00 00
< @ Framesize 16-23 00 00 00 00 OO 00 00 00 00 00 00 00 OO 00 00 00
= — 24-31 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
= E”mde 32-39 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 00 00
RAW Mode 40-47 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00
48-55 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
56-63 00 00 00 00 OO 00 00 00 00 00 00 00 00 00 00 00
64-71 00 00 00 00 OO 00 00 00 00 00 00 00 OO 00 00 00
72-73 00 00 00 00 00 00 00 00 00 00 00 00 OO 00 00 0O |
 |s0-87 00 00 00 0D 00 00 00 00 00 00 00 00 00 00 00 00 | (¥
£ [}
Layer Layer Summary
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Wirespeed Filter - Record Only Mode

Packet Mode Filter Option

Filter Config

Port Selection .

Enable

#  Filter Name

Filter1
Filter2
Filter3
Filter4
Filters
Filters
Filter?
Filterg
Filtera
Filter 10
Filter11
Filter12
Filter13
Filter 14
Filter15
Filter 16

[ acd || pelete | | ear ]

[InoT
Filter Selection Filters
= &% Layers Enable Len,Type
= ‘ MAC LEI'I.I'T'}.I'DE

¥ Source MAC Address
¥ Destination MAC Address
W Len/Type

@ VLAN Layer

B MPLS Layer

@&

& o

TCP

Framesize
B RAW Mode

Len/T: ype

Warning : Len\Type is not
available when higher layers are
enabled.

Layer |Layﬂ'3ma'y

MAC Src MAC = 00-00-00-00-01-01, Dst MAC = 00-00-00-00-01-02, Len/Type = 03-00

20
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Results — Record Only Mode

Port wise Results

‘Record s@mtistes |

Record Statistics | Port 1 | Port 2 | Aggregate |
Capture Duration 00:00:04 00:00:04 00:00:04
Total Rx Frames 4173043 5329638 9502631
Frames not matched to ... 0 1] 1]

Frames matched to filter ] ] ]
Overflowed Frames 238 827 306 522 545 349
Cwverflowed Count 1] 1] 1]
Transferred Frames 93178 113 585 211 784
Disk Write Rate (Bytes/s... 17 210 428 27 643 544 44 853 972
Disk Write Buffer Utilizati... - - Q.00
Capture File Size (Bytes) 75837056 121 360 495 197 197 552

Capture Duration: Test time

Rx Frames (Port): Total number of frames received(includes filter fail, filter pass, dropped frame count)
Filter Fail Frame count: Number of frames failed the filter criteria

Filter Pass Frame count: Number of frames passed the filter criteria

Dropped frame count: Number of frames dropped due to DDR3 memory overflow

Rx Frames(USB): Number of frames transferred to USB from the port

Disk Write bytes/sec: Number of bytes written to the disk per second (Bytes/sec)

File Bytes Written: Total number of bytes written to the disk

21
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Statistics — Record Only Mode

Port Statistics

Port Selection | Port 1

] [Reser]

Description | % | rx |[#]
Total Frames 54 7358 930 42 871 292
Valid Frames 54 739 457 42871736

Bad Frames i i
Mumber of Bytes 55 285 308 694 34 296 708 356
Link Utilisation{%%G) 99,803 62,213
Data Rate(Mbps) 9786.460 B6070.049
Frame Rate(Frames fsec) 1211243 243480
Mon Test Frames 0 0
Broadcast Frames 0 0
Multicast Frames 54 741856 0
Control Frames ] ]
VLAM Frames 0 0
Pause Frames 0 0
Wrong Opcode Frames 0 i}
COut of Bound Frames 0 E
Length Type Out of Range Frames ] ]

64 Byte Length Frames ] a0
65-127 Byte Length Frames 0 1762038
125-255 Byte Length Frames 0 3524102
256-511 Byte Length Frames 1052803 7635625
512-1023 Byte Length Frames 27 373060 15 271 369
1024-1513 Byte Lenagth Frames 26 320 461 14684 137
Owersized Frames ] a0
Undersized Frames - i
FCS Error Frames = 0

1 Level Stacked VLAM Frames - i

2 Level Stacked VLAM Frames - ]

3 Level Stacked VLAM Frames - a0

1 Level Stacked MPLS Frames - Eg |
2 Level Stacked MPLS Frames - i

3 Level Stacked MPLS Frames - 0

IF Chedksum Errors - ]
IPv4 Packets - 42 381 708
IPvE Packets - 0

IP in IP Packets - i ™
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& GL PacketbExpert10GX - Playback Only

Configuration — Playback Only Mode

Eile Wiew System Windows Help

I:' = DD DD ®? x Apphmtlon Flayback Only M
= Plavbacl[ﬂnlv Playback From File Configuration
=] Port 1
@ Interface Playback Ports  ~Playback File Name
Port Statistics 1 C:\Program Files\GL Communications Inc\PacketExpert 10¢ E]
= Port 2 2
@ Interface As per File Playback Size
Part Statistics 0 OFrames ®EOF () RepeatFile
Playbadck From File Configuration
Playback from file Statistics Status

File Info | File Size on disk: -
File Size on Onboard Buffer: -
Frame count: -
Port List: -

Progress (I

On board Buffer Status

0 GB Full
0 3 GB

Start

<] Il (&

Ready

 Transmit ports: User has to select the ports to transmit. Supported on port 1, 2, ‘As per File’ option
allows the users to playback the traffic exactly the same way as it was captured

 File Name: Name of the file to playback (DAT, HDL, PCAP)
«  Transmission limit: Number of packets, EOF and continuous
«  Buffer status: DDR3 memory status (max 8GB)

oaL
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Results - Playback Only Mode

Aggregate Results

@ GL PacketExpert10GX - Playback Only

File Wiew System Windows Help

|:| % |:||:| HH ? x Application: |Playback Only [V]
= Playback Only DECK 70 L3050
= Part 1
& Interface
Port Statistics Playback Statistics | Port 1 Part 2 | Aggregate
- Port2 Playback Time 00:00:00 00:00:00 00:00:00
@ Interface Transferred Frames to on board buffer 341 341 682
Port Statistics Total Frames transmitted 341 341 682

Playback From File Configuration

Flayback from file Statistics

 Playback Time — Displays total test run time duration. During playback, the relative timestamps for each
packet transmitted is maintained exactly like in the source file. Since playback happens in the hardware,

it can achieve microsecond accuracy in maintaining the timestamps
 Transferred Frames to Board Buffer - Displays number of frames transferred to the Buffer

« Tx Frames transmitted — Displays actual frames transmitted out of the physical port

oaL
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PacketExpert™ 10GX PacketExpert™ 1G

Record Only

Capture packets non-intrusively over 10G Optical ports and 10/100/1000 Capture packets non-intrusively over 10/100/1000 Mbps
Mbps Electrical/Optical ports at nano-second precision. Electrical/Optical ports at nano-second precision.

Wirespeed capture and storage can be accomplished utilizing the onboard
DDR3 memory size of 8GB the onboard DDR2 memory size of 2GB

Wirespeed capture and storage can be accomplished utilizing

Up to 120 bytes wide filter that covers almost entire packet up to UDP

to UDP

* Up to 40 bytes wide filter that covers almost entire packet up

Hardware based Wirespeed filtering at full line rate

Tapping (Pass through mode), and Tap-Filter-Aggregate modes

Recording can be done on multiple ports simultaneously

Supported file formats for recording are *.pcap, *.hdl, *.dat, and *.pcapng/*.ntar

Supports raw-mode and packet-mode filtering for greater flexibility

Packets can be captured continuously (till user manually stops the capture or up to hard drive capacity) or limited by a specified size in MB,
packet count, time duration, or capture continuously (until the disk is full)

Result count includes the total number of packets received by the port as well as the host, dropped packet, number of bytes written to the file,

disk write buffer utilization, and disk write bytes/sec

Provides Port level statistics like total frames/bytes received, Rx Frame rate, Rx Data rate etc.

Supports 16 filters per SFP / Ethernet port

Filter on various header fields like Source/Destination MAC Address, VLAN Id, MPLS Label, Source/Destination lpv4 Address,
Source/Destination UDP ports

oGL
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PacketExpert™ 10GX PacketExpert™ 1G

Playback Only

Wirespeed playback can be accomplished utilizing the onboard DDR3 Wirespeed playback can be accomplished utilizing the onboard
memory size of 8GB DDR2 memory size of 2GB

Packets transmission is from USB3.0 to Onboard memory buffer up to 8 GB Packets transmission is from USB2.0 to Onboard memory
and playback is based on time-stamp depending on the captured rate buffer up to 4 GB and playback is based on time-stamp
depending on the captured rate

Playback packets from the captured or pre-recorded files

Playback can be done on both ports simultaneously

Each port can transmit a file separately and independently. ‘As per File’ option allows the users to playback the traffic exactly the same way as
it was captured

Captured traffic on one port can be transmitted on the same or any other port — will be redirected to the correct port at run time

Packets can be transmitted either continuously, limited by number of packets, or till the end-of-file (EOF)

Highly accurate Playback based on the recorded nanosecond timestamp

Supported file formats are DAT (.dat - GL proprietary), HDL (.hdl - GL Proprietary and can be used for offline analysis by GL's PacketScan™),
PCAP (.pcap - used by Wireshark®) and PCAP-NG (.pcapng/.ntar — next generation Wireshark®) formats

Supports Pause frame transmission with user defined quanta on each port independently

Displays some useful statistics that help user to check the progress of the playback

Record and Supports both record to a file and playback from the file on the two 10G or |* Supports both record to a file and playback from the file on
Playback 1G ports simultaneously three 1G simultaneously
It can work in Tap, Filter, and Aggregation mode * It can work in Tap, Filter, and Aggregation mode
Onboard 4 GB memory each is available for capturing and transmission of [* Onboard 1 GB memory each is available for capturing and
data respectively transmission of data respectively
Record and Not Supported * Both record and playback actions can be performed

Playback (per port)

simultaneously on a single port

* Each of the ports function independently

* Onboard 1 GB memory each is available for capturing and
transmission of data respectively

oGL
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Thank you
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