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Supported Protocols

• 5G – N1N2, N4, N8, N12, N13

• SIP-3261

• Megaco3525

• Megaco3015

• MGCP 

• H.323

• SIGTRAN (BICC, CAP, INAP, MAP, M3UA, M2UA, M2PA, MTP2, MTP3, 

SCCP, ISDN, ISUP)

• GSMA over IP

• GSM-R

• GPRS over IP

• UMTS over IP

• LTE, Diameter
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5G
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5G Protocol Stack

• Decode and analyze 5G protocol stack

• The protocols supported for decoding across all these interfaces are NAS, NGAP, PFCP, SCTP, UDP, TCP, and IP
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Protocol Specifications
Supported Protocols Standard / Specification Used

System Architecture for the 5G 3GPP TS 23.501

NG Application Protocol (NGAP) 3GPP TS 38.413

Non-Access-Stratum (NAS) 3GPP TS 24.501

GPRS Tunneling Protocol for 

User Plane (GTP-U) 3GPP TS 29.281

NR and NG-RAN Overall 

Description 3GPP TS 28.300

Packet Forwarding Control 

Protocol (PFCP) 3GPP TS 29.244

UDP IETF RFC 768

IPv4 IETF RFC 791 [5]

IPv6 IETF RFC 2460 [6]

JavaScript Object Notation 

(JSON) IETF RFC 8259 

HTTP/2

IETF RFC 7231

IETF RFC 7540/RFC 7541 

TLS IETF RFC 8446

TCP IETF RFC 793
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Detail View – 5G NGAP Layer
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Detail View – 5G NAS Layer
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LTE
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LTE Protocol Stack

• Decode and analyze full LTE protocol stack

• Test eNodeB or UE over  S1, S3, S4, S5 (or S8), S6a, S10, S11, S13 and X2 interfaces of the LTE network

• The protocols supported for decoding across all these interfaces are NAS, S1AP, X2AP, eGTP, GTP-U, Diameter, 

SCTP, UDP, TCP, and IP
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Supported Protocols

Supported Protocols Standard / Specification Used

SCTP RFC 2960

S1AP 3GPP TS 36.413 V9.0.0

X2AP 3GPP TS 36.423 V9.0.0

eGTP 3GPP TS 29.274 V8.0.0

NAS 3GPP TS 24.301 V9.0.0
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Detail View – LTE Protocol

• The detail decode view of LTE call 

displays the following: 

➢ MAC Layer

➢ IP Layer

➢ UDP Layer

➢ eGTP Layer

➢ S1AP Layer
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Call Detail View
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Statistics View
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SIP, MGCP, MEGACO, H.323
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SIP, MGCP, MEGACO, H.323, Skinny

• Test IP phones, Gateways, IP Routers and Switches, and Proxies

• Detail Packet Data Analysis (PDA) and extensive graphical reports
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Supported Protocols

Supported Protocols Standard / Specification Used

MAC IEEE 802.3

IP RFC 791

TCP RFC 793

UDP RFC768

MEGACO RFC 3525 and 3015

SIP RFC 3261

SIP-I Q.1912.5

SIP-T IETF RFC 3372

RTP RFC 3550

RTCP RFC 3605

SCCP Cisco proprietary
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Detail View – SIP

• The detail decode view of SS7 

SIGTRAN call displays the following: 

➢ MAC layer

➢ IPV6 (or IPv4) Layer

➢ UDP Layer

➢ SIP 3261
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Detail View – MEGACO

• The detail decode view of 

MEGACO call displays the 

following: 

➢ MAC layer

➢ IP Layer

➢ UDP Layer

➢ MEGACO Layer
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Detail View – MGCP

• The detail decode view of MGCP 

call displays the following: MAC 

layer

➢ MAC Layer

➢ IP Layer

➢ UDP Layer

➢ MGCP Layer
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Detail View – H.323

• The detail decode view of H.323 call 

displays the following: 

➢ MAC Layer

➢ IP layer

➢ TCP Layer

➢ TPKT Header Layer

➢ H225 Q.931 Call Signaling Layer

➢ H225 Call Layer

➢ H245 Layer
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Call Detail View
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Statistics View
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SIGTRAN Protocol Stack

• Decode and analyze SCTP,  and user adaptation (UA) layers  such as M2UA, M3UA, M2PA, SUA, IUA, ISUP and 

GSM MAP 

• Permits testing and verification of Signaling Gateways
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Supported Protocols

Supported Protocols Standard / Specification Used

SCTP RFC 2960

M2UA RFC 3331

M2PA RFC 4165

SUA ITU RFC 3868

SUA ANSI Internet Engineering Task Force: Draft 2026 (sec.10)

M3UA ITU RFC 3332

M3UA ANSI RFC 3332

MTP3 ITU ITU-Y Q.701-Q.705 / ITU-T Q.782

MTP3 ANSI T1.111.4-1996

IUA RFC 4233 / RFC 5133

BICC

BICC pl-080r1, T-REC-Q.1902.2-07/2001, T-REC-Q.1902.3-

07/2001

INAP CS1 ITU / ETSI Q1218 and ETS 300 374 1, Sept, 1994

INAP CS2 ITU INAP - Capability Set 2. (Q.1228)

INAP CS2 ETSI INAP - Capability Set 2. (EN 301 140-1-v1.3.4-1999-06)



26

Supported Protocols (Contd.)

Supported Protocols Standard / Specification Used

CAMEL V3 3GPP TS 29.078 V3.15.0

CAMEL V6 3GPP TS 29.078 6.3.0 (2004-09)

MAP R99 3GPP TS 09.02 V7.14.0 (2003-09)

MAP R4 3GPP TS 29.002 V4.18.0

TUP ITU T-REC-Q.723-11/1988

TCAP ITU ITU-T Q.771 - Q.775

TCAP ANSI IS-41 TIA/EIA, IS41.1-C, IS41.5

SCCP ITU ITU-T Q.711-Q.714 

SCCP ANSI ANSI rec. T.112 (1996), T1.116.2 (1996)

SCCP ETSI EN 300 009 -1 ,sept 1996, 3rd edition

ISUP ETSI EN 300 356 -1 V3.2.2(1998-08)

ISUP ANSI ANSI - T1.113.1 to T1.113.4

DPNSS BTNR 190:June 1992

DASS2 ND1301:2001/03

Q.931 ITU-T Q.931 / Q.932(Facility IE) / Q.955.3 (MLPP Procedures)
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Detail View – SS7 SIGTRAN

• The detail decode view of SS7 

SIGTRAN call displays the following:

➢ MAC Layer

➢ IP Layer

➢ SCTP Layer

➢ MTP3 Layer

➢ ISUP Layer
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Detail View – ISDN SIGTRAN

• The detail decode view of 

ISDN SIGTRAN call displays 

the following: 

➢ MAC Layer

➢ IP Layer

➢ SCTP Layer

➢ ISDN Q.921 Layer

➢ Q.93x-Layer 3
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Call Detail View of SS7 SIGTRAN
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Call Detail View of ISDN SIGTRAN
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Statistics View of SS7 SIGTRAN
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Statistics View of ISDN SIGTRAN
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SCCP (Skinny) over IP
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Protocol Stack

• Skinny Client Control Protocol (SCCP), also referred to as "Skinny”, is a Cisco Systems proprietary signaling and 

control protocol used to communicate between IP devices and Cisco Unified Communications Manager

• Allows call establishment, teardown, and call control features in VoIP environments
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Supported Protocols

Supported Protocols Standard / Specification Used

MAC IEEE 802.3

IP RFC 791

TCP RFC 793

SCCP Cisco proprietary
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Detail View – SCCP (Skinny)

• The detail decode view of SCCP call 

displays the following: 

➢ MAC Layer

➢ IP Layer

➢ TCP Layer

➢ Skinny Client Control Protocol Layer
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UMTS over IP



38

Protocol Stack

• Test RNC, MSC, Home NodeB (HnB) and Home NodeB Gateway (HN GW) entities

• Decode and analyze different control plane protocols i.e. NBAP, RNSAP, RANAP and more over IuCS, IuH, and 

IuPS interfaces 
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Supported Protocols

Supported Protocols Standard / Specification Used

NBAP 3GPP TS 25.433 V6.3.0 (2004-09)

RANAP 3GPP TS 25.413 V6.3.0 (2004-09)

RNSAP 3GPP TS 25.423 V6.4.0 (2004-12)

SCCP ITU ITU-T Q.711-Q.714

SCTP RFC 2960

GMM (GPRS Mobility 

Management) 3GPP TS 24.008 V5.0.0

CC 3GPP TS 24.008 V5.0.0

MM 3GPP TS 24.008 V5.0.0

RR 3GPP TS 04.18 V8.13.0

GCC (Group Call Control) 3GPP TS 44.068 V9.0.0

BCC (Broadcast Call 

Control) 3GPP TS 44.069 V9.0.0

SMG (GPRS Session 

Management) 3GPP TS 24.008 V5.0.0

SMS

3GPP TS 03.40 V7.5.0 & 3GPP TS 04.11 V7.1.0 GSM 03.38 

version 7.2.0
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UMTS over IP

• The detail decode view of UMTS over IP call displays the following:

➢ UMTS over IP

➢ MAC Layer

➢ IP Layer

➢ SCTP Layer

➢ MTP3 Layer

➢ SCCP Layer

➢ RANAP Layer

➢ GMM Layer

➢ MM Layer

➢ CC Layer
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IuPS Protocol Stack
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Detail View – IuPS over IP
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IuPS Call Detail View
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IuCS Protocol Stack
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Detail View – IuCS over IP
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IuCS Call Detail View
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IuH Protocol Stack
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Detail View – IuH over IP
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Statistics View
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GSM A and Abis over IP
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Protocol Stack

• Decode and analyze complete GSM protocol stack on A and Abis interface.

• Supports BSSAP, DTAP, BSSMAP , and GSM MAP protocols

GSM A over IP
GSM Abis over IP
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Supported Protocols

Supported Protocols Standard / Specification Used

MTP3 Q.704, ITU-T Blue Book / ANSI T1.111-1996

SCCP Q.713, CCITT (ITU-T) Blue Book / ANSI T1.112-1996

BSSMAP / DTAP 3GPP TS 08.08 V8.9.0

SMS

3GPP TS 03.40 V7.5.0 & 3GPP TS 04.11 V7.1.0 GSM 03.38 

version 7.2.0 Release 1998

Test & Network Management 

Messages (ITU) ITU-T Q.703, Q.704

Test & Network Management 

Messages (ANSI) ANSI T1.111.4, ANSI T1.111.7

MM 3GPP TS 04.08 V7.17.0

CC 3GPP TS 04.08 V7.17.0

RR 3GPP TS 04.18 V8.13.0

BSSAP+ 3GPP TS 29.018 V6.0.0

GCC (Group Call Control) 3GPP TS 44.068 V9.0.0

BCC (Broadcast Call 

Control) 3GPP TS 44.069 V9.0.0
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Detail View – GSMA over IP

• The detail decode view of GSMA 

over IP call displays the 

following: 

➢ GSMA over IP

➢ MAC Layer

➢ IP Layer

➢ SCTP Layer

➢ MTP3 Layer

➢ SCCP Layer

➢ GSM Phase 2 Layer

➢ MM Layer

➢ CC Layer
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Call Detail View
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Statistics View
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GPRS over IP
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Protocol Stack

• Decode and analyze signaling and user data protocols over Gb and Ga/Gn interfaces

• Provides details about routing area update, PDP activation, and traffic patterns in the network

GPRS Gb Protocol Stack GPRS Gn Protocol Stack
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Supported Protocols

Supported Protocols Standard / Specification Used

GPRS Gb Interface

BSSGP 3GPP TS 08.18 V8.10.0

LLC 3GPP TS 04.64 V8.7.0

GMM 3GPP TS 04.08 V7.19.0

SMS 3GPP TS 03.40 V7.5.0 / GSM 03.38 version 7.2.0

TOM 3GPP TS 04.64 V8.7.0 (2001-12)-Annex B

SNDCP 3GPP TS 04.64 V8.7.0

SMG 3GPP TS 04.08 V7.19.0

NS (Network Service Frame Relay) GSM 8.16 ETSI TS 101 299 V8.0.0

GPRS Gn Interface

GTP / GTPv2 / GTP'

3GPP TS 09.60 V7.9.0 / 3GPP TS 29.060 V6.5.0 / 3GPP 

TS 32.005 V3.7.0 and 3GPP TS 32.015 V3.12.0
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Detail View – GPRS over IP

• The detail decode view of GPRS over IP 

call displays the following: 

➢ MAC Layer

➢ IP Layer

➢ UDP Layer

➢ GTP Layer

➢ GTP IP Layer

➢ GTP UDP Layer
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Statistics View
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Diameter over IP
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Protocol Stack

• Monitor thousands of Diameter sessions over S6a, S6d, Cx, Dx, Zn, Zh, Wx, Gq, Gy, Sh, Dh, Gx, Rf, Ro, Wg, 

Wm, Pr, Wa, Wd, Rx interfaces
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Supported Protocols

Supported Protocols Standard / Specification Used

Diameter IETF RFC 3588

S6a, S6d, S13 - 3GPP TS 29.272 V10.3.0

Rx - 3GGP TS 29214-b10

Cx/Dx - 3GPP TS 29.228 & TS29.229

Gx - 3GPP TS 29.212 & TS 23.203

Zn/Zh – 3GPP TS 29.109 & TS 33.220

Wx – 3GPP TS 29.234

Gx – 3GPP TS 29.212 & TS 23.203

Gy – 3GPP TS 32.29, TS 32.251 & RFC 4006

Gq – 3GPP TS 29.209

Sh/Dh – 3GGP TS 29.328 & TS 29.329

Rf/RO – 3GGP TS 32.225, 3GPP TS 32.299 3GPP TS 29.061

Wg/Wm/Wa/Wd/Pr – 3GPP TS 29.234

SCTP
RFC 4960

TCP
RFC 793
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Detail View – Diameter

• The detail decode view of Diameter 

call displays the following: 

➢ MAC Layer

➢ IP Layer

➢ SCTP Layer

➢ Diameter Protocol
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Statistics View
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Thank you
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